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Virtualizzazione di una rete con GNS3

Virtualizzazione di una rete con GNS3

‘- Network simulator

Un network simulator, o simulatore di rete, € un software o
un'applicazione utilizzata per simulare e analizzare il
comportamento di reti di computer e sistemi di
comunicazione.

Questi simulatori consentono agli ingegneri di rete, agli
amministratori di sistema, agli studenti e ad altri
professionisti di testare e valutare diverse
configurazioni di rete, protocolli di comunicazione e
scenari di traffico senza la necessita di creare una
rete fisica reale.

Cio é particolarmente utile per scopi di ricerca, sviluppo,
pianificazione e formazione.
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Network simulator

I network simulator consentono di:

1) Modellare reti complesse: Gli utenti possono creare modelli di reti
complesse, includendo nodi, router, switch, server e altre apparecchiature di
rete virtuali.

2) Simulare traffico di rete: E possibile generare e controllare il traffico di
rete all'interno della simulazione per valutare le prestazioni e il
comportamento della rete.

3) Testare protocolli di rete: Gli sviluppatori possono testare nuovi protocolli
di rete, algoritmi di instradamento, politiche di sicurezza e altre funzionalita
senza dover implementare fisicamente una rete.

4) Ottimizzare la progettazione di reti: I simulatori consentono di valutare
le prestazioni di diverse topologie di rete e di prendere decisioni informate
sulla progettazione di reti.

Ogni simulatore di rete ha le proprie caratteristiche, scopi e complessita, ma tutti servono a
fornire un ambiente virtuale per testare e analizzare le reti.

software di network simulator

1) Cisco Packet Tracer: Cisco Packet Tracer & uno strumento di simulazione di reti ampiamente
utilizzato per la formazione e la progettazione di reti. E particolarmente adatto per simulare reti
basate su dispositivi Cisco.

2) GNS3 (Graphical Network Simulator 3): GNS3 e un simulatore di rete open source che ti
consente di eseguire e testare reti virtuali utilizzando dispositivi reali o virtuali.

3) EVE-NG (Emulated Virtual Environment - Next Generation): EVE-NG & un ambiente di

simulazione di rete basato su web che supporta una vasta gamma di dispositivi, tra cui quelli di
Cisco, Juniper e molti altri.

4) OMNeT++: OMNeT++ € una piattaforma di simulazione open source che & utilizzata
principalmente per la simulazione di reti di computer e sistemi distribuiti.

5) NS-3 (Network Simulator 3): NS-3 & un simulatore di rete discreta open source che consente di
simulare reti di computer e reti wireless a livello di pacchetto.

6) OPNET Modeler: OPNET Modeler € un software commerciale che offre potenti strumenti di
simulazione per reti wireless, mobili e fili, oltre a una vasta gamma di applicazioni.

7) QualNet: QualNet e un altro software commerciale che offre simulazioni avanzate per reti
wireless, mobili e fili, oltre a supportare la simulazione di protocolli di rete.

8) Riverbed Modeler (precedentemente Opnet): Riverbed Modeler & un software commerciale
avanzato per la simulazione di reti e sistemi di comunicazione.
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Network Simulation Tools

» GNS3
v

v

v

v

v

<

<

<

Le principali sono tre: GNS3, VIRL e EVE-NG

Probabilmente, uno dei software di emulazione di rete pit popolari che consente di osservare come i dispositi
interagiscono tra loro all'interno di una topologia di rete.

E' un software che & un segmento integrato nella formazione delle certificazioni di rete internazionale. Uno di questi fatti &
abbastanza adeguato per rivelare quanto sia moderno e completo questo strumento software quando si tratta di una
simulazione di rete di successo.

di rete

v’ E' semplice da installare e implementare, il che lo rende la scelta preferita sia a livello amatoriale che professionale.
» VIRL H
v Virtual Internet Routing Lab o VIRL & un emulatore di rete virtuale di Cisco che & stato specificamente progettato per

soddisfare le esigenze delle istituzioni educative e degli individui.

VIRL funziona su un modello client/server e il suo server pud essere facilmente installato su una macchina virtuale sotto
ESXi da VMware o anche su un server bare metal.

VIRL autorizza I'utente ad accedere a una gamma di immagini software Cisco con licenza, come NX-Osv, I0S-Xrv, ASAv e
I0Sv (sia livello 2 che livello 3).

» EVE-NG H -

hitos://www.eve-na.net/
L'ambiente virtuale emulato Next Generation o EVE-NG & un simulatore di rete multi-vendor gratuito unico nel suo genere
pensato per aziende e privati.
L'edizione della community di questo strumento di simulazione della rete virtuale & assolutamente gratuita ma ha un limite
massimo di 63 nodi per laboratorio, ma esiste una versione PRO che supera queste limitazioni. Non & necessario scaricare
e installare un'applicazione aggiuntiva oltre al server per virtualizzare, collegare e configurare i dispositivi di rete.
Tutta la progettazione, connessione e gestione delle topologie di rete pud essere facilmente eseguita tramite un client
HTMLS integrato.
Un fattore importante che rende EVE-NG uno dei migliori strumenti di simulazione di rete & I'essere un'applicazione che
consente di risparmiare tempo e che consente di apportare modifiche alle topologie di rete mentre sono in esecuzione

contemporaneamente (solo nelle versioni a pagamento). Inoltre, & orientato sia alle interfacce Ethernet che a quelle seriali.
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GNS3 _ |VIRL EVE-NG
Descrizione Un'interfaccia Cisco ha inventato un Il primo simulatore di rete
server/client open source |emulatore di rete virtuale | virtuale multi-vendor
e gratuita pensata per la |proprietario molto clientless sviluppato per
virtuali ione e Jo]o] o da privati e privati e imprese. Sono
I'emulazione di rete. E istituzioni educative. disponibili sia I'edizione
una piattaforma basata  [Scelta preferibile per rete | community gratuita che
su Python e supporta le  |aziendale basata su I'edizione professionale a
piattaforme router Cisco.. [device Cisco. pagamento.
Accesso alle | Accessibile solo tramite il |Pud accedervi con Accessibile solo tramite il
immagini del | contratto di servizio o un |abbonamento annuale. contratto di servizio o un
software programma condotto da programma condotto da

un college.

Ottimizzazione
delle risorse e

Sia I'utilizzo delle risorse
che il supporto

Risorse di base limitate,
utilizzo ottimale

specializzato

un'applicazione
indipendente per
controllare i dispositivi di
rete sul server.

Sia I'utilizzo delle risorse
che il supporto

indipendente per
controllare i dispositivi di
rete sul server.

supporto dell'interfaccia sono dell'appliance server e dell'interfaccia sono
migliori di VIRL. carenza di supporto alle | migliori di VIRL.
interfacce seriali.
Come Richiede prima il Richiede inoltre di prima | Funziona come un
emulatore di  [download e poi scaricare e quindi emulatore di rete senza
rete l'installazione di installare un'applicazione | client con prestazioni

virtuali.

network topology.

la topologia di rete.

Requisiti per | Requires separate Richiede un'applicazione [Ha bisogno solo di
I'applicazione |terminal application to terminale separata per un'applicazione terminale
terminale function and modify funzionare e modificare leggera come Putty, per

costruire e modificare
una topologia di rete. Pud
essere utilizzato sia su
desktop che su dispositivi
mobili.

Tabella 5:Confronto tra GNS3, VIRL e EVE-NG
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https://gns3.com/
https://learningnetwork.cisco.com/s/virl
https://www.eve-ng.net/
https://www.eve-ng.net/
https://www.eve-ng.net/

Altri riferimenti

’ https://www.brianlinkletter.com/open-source-network-simulators/ ‘

’ https://www.networkstraining.com/network-simulation-software-tools/ ‘

[ Extoss s oo e |

’ https://netsim.erinn.io/ ‘

9
Modifiche per Windows
CONTROLLARE CHE LA VIQRTUALITZAZIONE SI\1&A ATTIVA:
M Gestione attivita B S
= B9 Esegui nuova attivita
B Processi
' CPL.J 13th GenImeliR)CorelTM)i9—13900}:|)(
©  Cronologia applicazioni Momoria
i eeclano Disco 0 (D)
& Utenti e
= Dettagli ] Disco 1(C)
G senizi .y " =l —
Ethernet
VM Mnet1 Utilizzo v ita Velocita e 2,20 GHz
= 14% 3,03 GHz !
Prociss Thisid  Mandie %
193 2998 871 e Abilitato
@ Impostazioni [Hl [jes e 360MB
SE NonN E' eamiLitatra (E SE L vosTro PROCESSORE
SUPPORTA LA VIRTUALIZZA ZIONE), BiSO Gea
ANDARE AN ATTIVARLA NEL BloS:
Fausto Marcantoni 1
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https://www.brianlinkletter.com/open-source-network-simulators/
https://www.brianlinkletter.com/open-source-network-simulators/
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https://www.networkstraining.com/network-simulation-software-tools/
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https://www.networkstraining.com/network-simulation-software-tools/
https://www.networkstraining.com/network-simulation-software-tools/
https://netsim.erinn.io/
https://www.brianlinkletter.com/2023/03/network-simulators-for-high-school-teachers/
https://www.brianlinkletter.com/2023/03/network-simulators-for-high-school-teachers/
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Modifiche per Windows

SE NoN E' ewniuitara (E se L vosTro PROCESSORE
SUPPORTA LA VIRTUALIZZA ZIONE), BISO Gra
ANDARE D ATTIVARLA NVEL BloS:

77 Shnere " BIOS Utility - Advanced Mode

Main Advanced Boot Security Save & Exit

Internal Pointing Device

Wake On Lid Open

Intel Virtualization Technology
Intel AES-NI

VT-d

EZ Flash 3 Utility

11
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Modifiche per Windows

Funzionalita Windows

Per attivare una TunZioTamt; =T dF controllo. Per

NET Framework 3.5 (include NET 20 e 30

NET Framework 4.8 Advanced Services

Active Directory Lightweight Directory Services

Blocco dispositivo

Componenti legacy

Contenitori

Data Center Bridging

Dispositivo virtuale di integrazione kernel Microsoft NT

Driver client server virtuale di integrazione kerel Microsoft NT
Funzionalita multimediali

Host sorvegliato

( Hostable Web Core) di Internet Information Services
Hyper-V.
nternet Information Services.

(" Processo di scrittura documenti XPS Microsoft

Sandbox di Windows

C Server coda MSMQ

(17 Server contenitore DISATTIVARE
& @ Senizi di stampa e digitalizzazione QUESTE FUNZlonpLITR"
& ()7 Senvizi per NFS

Sevizio Attivazione processo Windows

(] Simple TCPIP services (ie. echo, daytime etc)

@ SMB Direct
Sottosistema Windows per Linux

@ Stampa su PDF Microsoft

87 Supporto API Remote Differential Compression
Supporto per condivisione file SMB 1.0/CIFS

8@ Telnet Client

()7 TFTP Clien

Windows Identity Foundation 3.5

Windows Powershell 20

Windows Projected File System
()" Windows TIFF IFitter

‘ @ Work Folders Client

12
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Modifiche per Windows

Sicurezza ws.

<«

solamento core

Funzionalita di sicurezza disponibili nel dispositivo che utilizza la sicurezza
(3 Home basata sulla virtualizzazione.

O Protezione da virus e minacce Integrita della memoria

. Impedisce agli attacchi di inserire codice dannoso nei processi con
& Protezione account P! ; 9 P!
sicurezza elevata.

@) Protezione firewall e della rete Integrita della memoria disattivata. Il dispositivo potrebbe Ignora
essere vulnerabile.
5 Controllo delle app e del browser

| 2 sicurezza dispositivi

% Prestazion e integrits del dispositivo

@ ) Disattivato

Altre ToTmazIon!

Per utilizzare questa funzionalita, & necessario abilitare I'integrita della

& Opzion famiglia :
memoria.

O Cronologia della protezione Protezione stack applicata dall'hardware in modalita
kernel

Impedisce gli attacchi che sostituiscono gli indirizzi di ritorno nella
memoria in modalita kernel per lanciare codice dannoso.

DALL' ANTIVIRUS D | WINDOWS DISATTI\VARE QUESTA
inPoSTAT IONE .
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Altri riferimenti

Apple Silicon

GNS3 VM ARM MAC M3
https://github.com/GNS3
https://github.com/GNS3/gns3-gui/releases/tag/v2.2.50

Download
https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg

https://github.com/GNS3/gns3-gui/releases/download/v2.2.47/GNS3.VM.ARM64.2.2.47 .zip
Video

https://www.youtube.com/watch?v=Ma2znNZQ574
https://www.youtube.com/watch?v=_aylr7HjhwU

Uso solo via web

https://www.youtube.com/watch?v=bdgkPzRbNew
https://www.youtube.com/watch?v=7N_hJ5bOofg

14



https://github.com/GNS3/gns3-gui/releases/tag/v2.2.50
https://github.com/GNS3/gns3-gui/releases/tag/v2.2.50
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https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg
https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg
https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg
https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg
https://github.com/GNS3/gns3-gui/releases/download/v2.2.50/GNS3-2.2.50.dmg
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problema!!!

due utenti con macos che usano gns3 quando si
collegano allo stesso cloud ottengono lo stesso
indirizzo ip come posso risolvere

Succede perché non & il Cloud il problema, ma il MAC address delle macchine dentro GNS3 &

Quando due utenti diversi collegano i loro device GNS3 allo stesso Cloud (quindi alla stessa rete
reale / stesso DHCP):

*Se i loro router/PC virtuali hanno lo stesso MAC address (tipico se usano lo stesso template/appliance
clonata),

«il server DHCP vede lo stesso MAC e pensa sia lo stesso host,

~quindi assegna lo stesso indirizzo IP a entrambi — conflitti & casino.

Questo & molto comune in:

*VPCS,

«appliance QEMU,

*VM Linux/Windows clonate,

«alcune immagini I0S/I0U dove il MAC e fissato dal template.

15

VM Linux leggera

Per i PC che devono andare sul Cloud (rete reale), al posto di VPCS puoi usare:

suna VM Linux leggera (QEMU/VirtualBox) — nel template puoi impostare il MAC
dell’interfaccia;

«oppure un container Docker/ipterm (se usate la GNS3 VM), dove puoi intervenire su
MAC / rete.

Questi tipi di nodi ti permettono di mettere MAC unici per ogni studente.
Per GNS3/QEMU ti consiglio distro piccole e senza fronzoli, per esempio:
Alpine Linux (molto leggera, perfetta per lab di rete)

TinyCore / CorePlus

Debian/Ubuntu minimal netinst (un po’ pit pesanti ma ancora gestibili)

Spesso nella GNS3 Marketplace / appliance list trovi gia appliance pronte tipo:

https://www.gns3.com/marketplace/appliances

16


https://www.gns3.com/marketplace/appliances

Creare un nodo QEMU

Creare un nodo QEMU Linux in GNS3

Passi generali:

In GNS3 vai su GNS3 — Preferences... -~ QEMU — Qemu VMs.

Clicca New.

Scegli:

Run this Qemu VM on the GNS3 VM (se usi la GNS3 VM) —
consigliato, oppure sul locale.

Dai un nome tipo: PC-Linux-Studente.

Seleziona:

+ RAM: 256-512 MB bastano.

+ CPU: 1 vCPU.

Scegli il disco (file .qcow2 o quello fornito dall’appliance).

Completa il wizard.

Ora hai il tuo “PC Linux” come nodo nella barra laterale.

ch04d — Instradamento e Algoritmi di instradamento - GNS3
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alpine-virt-3.18.4

Immagine QEMU pronta (.qcow?2)
Dal SourceForge di GNS3: alpine-virt-3.18.4.qcow?2
| . sl . b

cartella con tutte le immagini QEMU

ec e Install Alpine Linux Virt appliance

Usage
Please read the following instructions in order to use your new appliance.

[The template will be available in the guest category.
Usage: Autologin is enabled as "root" with no password.

The network interfaces aren't configured, you can do either of the following:
- Use alpine's DHCP client: “udhcpc’

- Configure them manually (ip address add ..., ip route add ...)

- Modify interfaces file in fetc/network/interfaces

- Use alpine's wizard: ‘setup-interfaces"

Applianceinfo | <Back Finish

ch04d — Instradamento e Algoritmi di instradamento - GNS3
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https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/alpine-virt-3.18.4.qcow2/download
https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/alpine-virt-3.18.4.qcow2/download
https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/alpine-virt-3.18.4.qcow2/download
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https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/alpine-virt-3.18.4.qcow2/download
https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/
https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/
https://sourceforge.net/projects/gns-3/files/Qemu%20Appliances/

Installazione GNS3 VM - Intel

A Linux

l Installazione GNS3 VM ‘

Download GNS3 Download GNS3 VM

Install Guide

VirtualBox

Install Guide
VMware Workstation and Fusion

Install Guide

VMware ESXi

Microsoft Hyper-V

nstradamento e Algoritmi stradamento - GNS3

Download

Download

Download

Download

estrai file gns3.ova

tools

@ Nuove

) Home

R Galleria

M Desktop
L Download
3 Documenti
8 Immagini
& Musics
3 video
tools

untitled

v [l Questo PC

> O Rete

e Disco locale (C

12¢elementi 1 elemento's

v [l Questo PC

> ¥ Disco locale (C

5 3 Rete
12 elementi 1 elemento selezionato 938 MB

cho4d
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X+
4 tools bS + -
Y G Q> tools > Q
X
® Nuovo X © (D peragi
£ Estrazione cartelle compresse
Nom
3 Home i
 Chomes - Selezionare una destinazione ed estrarre i file
A Galleria
[5) debien-1 Cartella in cui estrarre i file:
i Firefoxin JC:\Users\fausto\ Desktop\tools\GNS3.VM.VMware Workstation.2.2.5 Sfoglia...
Deskte
&8 Deskzop GNSIWN
@ Mostraiifile estratti ol termine dell'operazione
& Download @ 6Ns3-22
3 Documenti [2) kali-linwx
PR Immagini 8 Nessus-1
&) Musica @ nmap-74
VMware:
i Video Ll
VMware!
tools _
& VMware-
ntitled
untite £ Wireshar|
Annulla

20
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GNS3.VM.VMware Workstatic X+

4 @ VMware Workstation

importare gns3.ova

(] Ubuntu 64-bit
[F] Metasploitable2-Linux
[ PFsense 2.7.2

O Desktop 4

L Download  #

File Edit View VM Tsbs Help | P ~ Dex ODEO Dk
® Nuovo %
Library x .
£ Home Type here to search - Import Virtual Machine X
| Galleria My Computer Store the new Virtual Machine
[F) Debian 12 Provide a name andlocal storage path for the new virtual machine.

tual machine:
GNS3 VM 2.2.55

I kali-linux-2025.2-vmwar|

= Documenti #

P Immagini  #

@ Musica »

3 Video »
tools

untitled

v [ QuestoPC
> = Discolocale (C

> 3 Rete

Telemento 1 elemento sel

Storage path for the new virtual machine:

C:\Users\fausto\VirtualMachine\GNS3 VM 2.2.55 Browse...

['to openiitin a tab.

Helo Concel

4
-
settings .... 22??22?22??
M GNS3VM 2.2.55 - VMware Workstation - o x
File Edit View VM Tabs Help P ~ 20 E o
By [F] GNS3 VM 2.2.55
Type here to search
Wy Compute [C] GNS3 VM 2.2.55
[ Debian 12
[ Ubuntu 64-bit P> Power on this virtual machine
[F] Metasploitable2-Linux [ Edit virtual machine settings
[T PFsense_2.7.2 [T Upgrade this virtual machine
[T kali-linux-2025.2-vmwar|
[T] GNS3VM 2.2.55 + Devices
E=IMemory 268
Processors 1
[ Hard Disk (SCS) 19.5GB
[)Hard Disk 2 (SCSI) 4883 GB
CD/DVD (IDE) Using unknown ...
23 Network Adapter Host-only
2 Network Adapter 2 NAT
[_1Display Auto detect
~ Description ~ Virtual Machine Details
Type here to enter a description of this virtual State: Powered off
machine. C ion file: C:\L ine\GNS3 VM
2.2.55\GNS3 VM 2.2.55.vmx
Hardware compatibility: Workstation 16.2.x virtual machine
Primary IP address: Network information is not available
Bz
22
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@ GNS3VM2.2.55 - VMware Workstation - =] X
File Edit View VM Tabs Help P ~ L | S i w
ey (7] GNS3 VM 2.2.55
Type here to search
et [T GNS3 VM 2255
[F] Debian 12
[ Ubuntu 64-bit P> Power on this virtual machine
=) 2 Linux (7 Edit virtual machine settings
[ PFsense_2.7.2 [ Upgrade this virtual machine
] kali-linux-2025.2-vmwar|
[F] GNS3VM 22.55 o
EMemory 468
Processors 4
~—THard Dl
Hard Disk 2 (SCSI) 4883 GB
) CD/DVD (D) Using unknown
2 Network Adapter Bridged (Autom...
21 Network Adapter 2 Host-only
g oToTreTeTT
~ Description
Type here to enter a description of this virtual
machine.
~ Virtual Machine Details
State: Powered off
C ion file: C:\L i i NS3 VM 2.2.55\GNS3
VM 2.2.55.vmx
Hardware compatibility: Workstation 16.2.x virtual machine
Primary IP address: Network information is not available
]
23
nstradamento e Algoritmi stradamento - GNS3
Virtual Network Edito
@ Virtual Network Editor X
Name Type External Connection Host Connection DHCP Subnet Address
VMnetd)  Bridged  Auto-bridging
VMnet1 Host-only - Connected . 192.168.204.0 L
VMnet8 NAT NAT Connected Enabled 192.168.153.0
Add Network... Remove Network
VMnet Information
© Eridged (connect VMs directly to the external network)
Bridged to: Automatic ~  Automatic Settings...
(O NAT (shared host's IP address with VMs)
(O Host-only (connect VMs internally in a private network)
Connect a host virtual adapter to this network.
A
Use local DHCP service to distribute IP address to VMs
y . | “Subnet
t
Restore Defaults mport. Export... Cancel Apply Help
stradamento - GNS3 24

24
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Configurazione Laboratorio

ETH1
GNS VM
$ @ ETHO.
=
IRS
Studente

ETHO - Private Network
ETH1 - Bridge con IRS

_ choadiSInstradamen tole/AIGortml 25
Configurazione Laboratorio
Fle Edt View VM Ibs Hep || - & | © 2 Oa8 TVE b -
GNS3 server vers
WM versior
Ubuntu versi
Virtualization: vmuware
KVM support available: True
Passuord: gns3 -
To launch the Web-Ui: http://192.168.100.34
Images and projects are stored in '/opt/gns3'
T

26
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cambiare layout tastiera

(B GNS3VM 2255 - Vhinere Workstation = g
Ble Eit Yew VM Tobs Hep |l - & O L2 DB T B -
ey

3 My Computer
Debian 12
) Ubuntu 6-tit
) Metasploitable2-Linux
Piense 272
al-inux-2025.2-vwa

3 GNS3VM2255

GNS3 2.2.55

Infornation Display VM information
Channel Select the release channel

Upgrade Upgrade the GNS3 WM
shell Open a shell

Log Show the GNS3 server log
Test Check Internet connection

Securit

e server authenticat Im

Console onsole settings (fonf size etc.)
users ONLY)
Proxy Conf igure proxy settings
Netuork Conf igure netuork settings
Higrate Migrate data to another GNS3 WM
Restore, Restore the WM (if an upgrade has failed)
shrink shrink the VM disk
Reboot Reboot the WM

Shutdoun  Shutdoun the WM

- <cancel>,

[To cirectinput to this VM, click inside o press CrG.

27

27

Configurazione Laboratorio

GNS3 2.2.58

Display VM information|

Channel Select the release channel

Upgrade Upgrade the GNS3 VM

Shell Open a shell

Log Show the GNS3 server log

Test Check Internet connection

Oemu Switch Qemu version

Security Configure server authentication
Keyboard Change keyboard layout

Console Change console settings (font size etc.)
Configure Edit server configuration (advanced users ONLY)

Proxy Configure proxy settings

Network Configure network settings

Migrate Migrate data to another GNS3 WM

Restore Restore the VM (if an upgrade has failed)
Shrink Shrink the VM disk

Reboot Reboot the WM

Shutdown Shutdown the VM

<Cancel>

28

28
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tastiera OK

coee! "E$78/ )= exit 4
not found X
exit d

re' in case the menu is no longer showing

29

_ ch04d — Instradamento e Algoritmi di instradamento - GNS3

29

- promemoria

ip a or ip addr or ip a show ethO

ip a add {ip_addr/mask} dev {interface}
ip a add 192.168.1.200/255.255.255.0 dev ethO

ip a del {ip_addr} dev {interface}
ip a del 192.168.1.200/24 dev ethO

ip link set dev {DEVICE} {up|down}
ip link set dev ethl down
ip link set dev ethl up

ip link set mtu {NUMBER} dev {DEVICE}

ip neigh show

30
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Configurazione Laboratorio

G GNS3VM 2255 - Mware Workstation
Ble Edit Viw VM Tobs Hep | || -

Library x

My Computer
Debian 12

Ubuntu 64-bit
Metasploitable2-Lint : etho

Network | ' 1 ‘i‘ r‘n

IRS a1t
alt

ine

Private

Network Sit

4 irbi
p defau

ine

dock
up defal
linl
ine

lgns3@gn:

] To ditect nput to this VM, clck inside or press CtlG.

link

=

» Gus3vM 2255

ft forever preferred_lft forever
128 scope host
4d_1ft forever preferred_l1ft forever
<EROADCAST,MULTICAST,UP,LOWER_UP> mtu 1580 qdisc fq_codel state UP group def
€000
k/ether 80:08c:29:7f:67:cd brd ff:ff:ff:ff: ff
nam nHlel/l %]
name ens
192.168.100.34/22 metric 109 brd 192.168.103.2
alid 1ft nreferred 1ft 2678sec
t6 fe80::20c:29ff: fe7f:67c4/64 scope 1link
1ft forever preferred_lft forever
20ADCAST ,MULTICAST, UP,LOWNER_UP> mtu 1560 qdisc fq_codel state UP group def

5 scope global dynamic eth@

00:08c:29:7f:67:ce brd ff:ff:ff:ff:ff:ff
name enp2sl

1po brd 192 5 scope global dynamic ethi
1778s

valid_1ft forever preferred_lft ver

r@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1568 qdi

1t gqlen 1000

/ether 52:54:0¢ 07:64 brd ff:ff:ff:ff:ff:ff

t 192.16€ 2.1/24 brd 1 168.122.255 scope global virbr@

valid_1ft forever preferred_1ft forever

er@: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOWN gro

ult

k/ether 26:f t 4 brd ff:ff:ff:ff:ff:ff

t 17.0.1/16 brd 172.17.255.255 scope global docker®

valid_l1ft forever preferred_1ft

S3vin

noqueue state DOWN grou

31

ch04d — Instradamento e Algori

[© GNS3 VM 2255 - Vkhware Workstation

Ele Edt View VM Dbs Hep

b o@wizs
ooy x

GNS [E.

My Computer .
Debian 12

Ubunty 64-bi My Computer|

Metasplitable2-Linux Debian 12

Phenie 272 Ubunty 64

alicnu 2025 2 v Metasplit

S GNS3VM 2255 Pense 2.

alcnue

3 GNS3WM

To direct input o this VM, click inside or press

o direct input o tis V]

Ble Edt View VM Dbs Hep |l - @0 Lo @DED a-

ol T ET

) GNSIVM2255- Whnare Workstation

Ble fot View Vi Tbs bep | ] -

Library

o R
oeban 12
Ubuntusibi
VieaslotabeLnux
Pranse 272
olinac2025 2w

S a3 vm2258

Connection to
Internet: OK

To returm to your computer,press Ctrl At

ch04d — Instradamento e Algori
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Configure Internet

NAT1 PC1

PC1> ip dhcp
DDORA IP 192.168.122.205/24 GW 192.168.122.1
PC1>

PC1> show ip

NAME : PC1[1]
IP/MASK : 192.168.122.205/24
GATEWAY : 192.168.122.1
DNS : 192.168.122.1

DHCP SERVER : 192.168.122.1
DHCP LEASE : 2912, 3600/1800/3150

MAC : 00:50:79:66:68:00
LPORT : 20004

RHOST:PORT : 127.0.0.1:20005
MTU : 1500

PC1>

instradamento

33

IRS-esercizio01

Monitor

=

Utente-01

#
# This is a sample network config, please uncomment lines to configure the network

# Uncomment this line to load custom interface files
# source /etc/network/interfaces.d/*

# Static config for eth0

#auto eth0

#iface eth0 inet static

# address 192.168.0.2

# netmask 255.255.255.0

# gateway 192.168.0.1

# up echo nameserver 192.168.0.1 > /etc/resolv.conf

# DHCP config for eth0

auto etho

iface eth0 inet dhcp

# hostname webterm-1

mento - GNS3

34

34
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‘- troubleshooting

troubleshooting

’ Etimologia: — voce ingl.; propr. ‘caccia (shooting) ai guasti (trouble)’. ‘

(inform.) analisi sistematica del funzionamento di
un sistema hardware o software, alla ricerca di
eventuali guasti o errori

Define Gather
Problem Information ¢ > m\

Solve Test Propose
Problem Hypothesis Hypothesis

35

‘- IRS-esercizio01

Monitor

=

Utente-01

Troubleshooting:

« Monitor
* ping 8.8.8.8
¢ ping FQDN

+ Utente-01
¢ Www.uhicam.it

36
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IRS-esercizio02 - NAT

192.168.122.0/24

Monitor

vecs

IRS-NAT

Utente-01

A\

che & lo standard per l'interfaccia virbrO

le schede virtuali sulla GNS3VM,
/etc/network/interfaces (???7?)
/var/lib/libvirt/dnsmasq/default.conf.

GNS3 & programmato per utilizzare lo switch predefinito virbrQ per NAT
ecco perché si ha l'indirizzo predefinito 192.168.122.X

37

37

Change ip NAT internet

root@gns3vm:~# root@gns3vm:~# cd /var/lib/libvirt/dnsmasq/
root@gns3vm:/var/lib/libvirt/dnsmasq# 1ls -al
total 16

drwxr-xr-x 2 root root 4096 Nov 22 11:32 .
drwxr-xr-x 7 root root 4096 Nov 22 10:29 ..
-rw-r--r-- 1 root root 0 Nov 22 11:21 default.addnhosts
- 1 root root 619 Nov 22 11:21 default.conf
1 root root 0 Nov 22 11:21 default.hostsfile
-rw-r--r-- 1 root root 183 Nov 22 11:32 virbr0.status

root@gns3vm: /var/lib/libvirt/dnsmasq#

root@gns3vm: /var/lib/libvirt/dnsmasq# cat default.conf

# virsh net-edit default

## or other application using the libvirt API.

##

## dnsmasq conf file created by libvirt

strict-order

user=libvirt-dnsmasq
pid-file=/run/libvirt/network/default.pid
except-interface=lo

bind-dynamic

interface=virbr0
dhcp-range=192.168.122.2,192.168.122.254,255.255.255.0
dhcp-no-override

dhcp-authoritative

dhcp-lease-max=253
dhcp-hostsfile=/var/lib/libvirt/dnsmasq/default.hostsfile
addn-hosts=/var/lib/libvirt/dnsmasq/default.addnhosts
root@gns3vm:/var/lib/libvirt/dnsmasq#

##WARNING : THIS IS AN AUTO-GENERATED FILE. CHANGES TO IT ARE LIKELY TO BE
#H#OVERWRITTEN AND LOST. Changes to this configuration should be made using:

ch04d — Instradamento e Algoritmi di instradamento - GNS3

38

38

08/01/26

19



IRS-esercizio02 - NAT

Monitor

vecs

Utente-01

192.168.122.0/24 - p
IRS-NAT =
Switch1

Troubleshooting:
* Monitor
e ping 8.8.8.8
* ping FQDN
+ Utente-01
*  www.unicam.it
« https://www.showmyip.com/

39

IRS-esercizio03 - New template

Monitor

=

Chromium-1
192.168.122.0/24 r ﬂ
£ - ——
IRS-NAT b
Switch1
€ Newtemplate
New template Filter

Please select how you want to create a new template Appli ™ CentOS Cloud Guest
iance name
=ew template PE ®_ Chromium

D ] » Firewalls .
) Guests B Cicco DCNM
® ) Install an appliance from the GNS3 server (recommended)
» Routers
Import an appliance file (.gns3a extension) » Switches

Manually create a new template

Eric Krekeler
Jul 32020 at 11:29pm

I added the start command "chromium" to fix the black
screen issue

L
R

40
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IRS-esercizio04 - Personalizzazione

Monitor
192.168.100.0/24 >
(((T))) -0 ° : >
UNICAM-IRS Switchl
4 Use a custom symbol (@) Symbols library
7 Symbols
[@] Change hostname Filter:
» Affinity-circle-blue
Y4 Change symbol ! Ao ‘
E Duplicate » Affinity
@ Show node information » Affinity

» Affinity-square-blue \
» Affinity-square-gray

» Affinity-square-green

» Affinity-square-red

» Classic

» Custom symbols

41

IRS-esercizio05 - Linux Desktop

Monitor

vecs

Utente-01
\

UNICAM-IRS

UbuntuDesktopGuest22.04-1

42
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Dee e e

IRS-esercizio05 - Linux Desktop

s vuiner uuiu
Ubuntu Cloud Guest Qemu Canonical Inc.
Ubuntu Desktop Guest Qemu Canonical Inc.
Ubuntu Docker Guest Docker Canonical

Ubuntu Server Qemu Canonical Inc.

Oemin Andrac Nacrtal
Server type

Install the appliance on a remote server

@) Install the appliance on the GNS3 VM (recommended)

Il the appliance on your local computer

Qemu settings
Please choose the gemu binary that will be used to run this appliance.

Qemu binary: | /bin/gemu-system-x86_64 (v4.2.1)

Appliance version and files Size  Status
~ Ubuntu version 22.04 8.5GB Ready to install

Ubuntu 22.04 (64bit).vmdk 8.5 GB Found on GNS3 VM (GNS3 VM _fausto)

~ Ubuntu version 20.04.4 7.9 GB Missing files

Ubuntu 20.04.4 (64bit).vmdk 7.9 GB Missing =

~ Ubuntu version 18.04.6 6.5 GB Missing files Import Download

Ubuntu 18.04.6 (64bit).vmdk 6.5 GB Missing —

~ Ubuntu version 16.04.6 4.5GB Missing files

Ubuntu 16.04.6 (64bit).vmdk 4.5 GB Missing

43

IRS-esercizio05 - Linux Desktop

This option allows files with different MD5 checksums. This feature is only for
advanced users and can lead to unexpected problems. Do you want to proceed?

Yes ‘ No

Import Download V| Allow custom files | Cre

@& Add appliance X

Download will redirect you where the required file can be downloaded, you may
! have to be regi d with th dor in order to download the file.

| ok

(O)S B@IE& ’ https://www.osboxes.org/ubuntu/

instradamento

44
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https://www.osboxes.org/ubuntu/

=

Ubuntu 22.04 Jammy Jellyfish

VirtualBox VMware

VMware (VMDK) 64bit JBERRIERN size: 2.57GB

SHA256: c91671558bf3dd449d38F11d8faadd8@c1e514d4b13883618d978729931
>

<

SOURCEFORGE

‘Open Source Software Business,

Project Activity

IRS-esercizio05 - Linux Desktop

Released /v/vm/25-KI-I1x/2022.3/32bit.7z

Updated /v/vm/25-Kl-Ix/2022.3/SHA256.txt

Released /v/vb/25-KlI-1-x/2022.3/32bit.7z

Updated /vb/25-KlI-I-x/2022.3/SHA256.txt

Released /v/vm/25-KI-Ix/2022.3/64bit.7z

45

IRS-esercizio05 - Linux Desktop

‘ Yes No

an B Frame Relay switch

Q NAT
- Ubuntu Desktop Guest 22.04

@& & vecs

g 0 t webterm

C\U sto\Downloads\64bit(1).72\64bit\
File Modifica Visualizza Preferiti Strumenti Aiuto
& > QuestoPC > Downloads 1 + v ) -
~ Nome ’ m Aggiungi Verifica Copia Sposta
e [ 64bit(1).72 ? | fausto\D 461072641t
ol [ PPy Nome Dimensione |
9110487 040
& Appliance X
—= o Would you like to install Ubuntu Desktop Guest version 22.04? Fhe template wll be avalabie in the quest category.
e Username: osboxes

Password: osboxes.org

FATTO

46
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‘- IRS-esercizio05 - Linux Desktop

’Cambiare layout tastiera‘ -vga gxl -k it

Additional settings

Options: |-vga gxl kit

Fausto Marcantoni 7
47
‘- IRS-esercizio05 - Linux VM
’Utilizzare una VM gia congiurata
Monitor
Utente-01
Metasgloitable2-Linux-1
vm
’ Questa VM & gia presente in Vmware/VirtualBox /
48

ch04d — Instradamento e Algoritmi di instradamento - GNS3
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IRS-esercizio05 - Linux VM

Server

Server type

Run this VMware

e‘ New VMware VM template

Please choose a server type to run the VMware VM (Workstation, Player or Fusion).

on a remote GNS3 computer

& Preference:
’ Edit > Preferences ..»> Vmware VMs
General [
Server
File m View Control Node Annotate Tools Help GNS3 VM
Packet capture
Select all Ctrl+A = g
~ Built-in
Select none Ctrl+Shift+A Ethernet hubs
(© Manage snapshots &l Ethernet switches
£ Preferences... Ctrl+Shift+P Cloud nodes
ATM switch ~ VPCS
VPCS nodes
~ Dynamips

10S routers

~ 10S on UNIX
10U Devices

~ QEMU
Qemu VMs

~ VirtualBox
VirtualBox VMs

~ VMware
VMware VMs

~ Docker

®) Run this VMware VM on my local computer

Docker containers

[ -
49
= = -
IRS-esercizio05 - Linux VM
€ New VMware VM template
VMware Virtual Machine
Please choose a VMuare virtual machine from the list.
-
Use| Debian 10.x 64-bit
e VMware VM templates
thin_dlient —
Windows 10 x64 . . ~ General
s . Metasploitable2-Linux Template name: Metasploitable2-Linux
boot-usb Template ID: none
metasploitable3 Server: mfausto
EVE Community Headless mode enabled: False
R On close: power_off
ohecss Linked base VM: False
Ubuntu 22.04.3 1TS Console type: oy
Auto start console: False
Kali 2023.2a v Matwaik
[Lres) Adapters: 1
gns3 Nar:e format: Ethernet{0}
SIFT Use any adapter: False
Mikrotik 6.43 Type: €1000
Greenbone Enterprise TRIAL
Windows XP Professional
Greenbone22.04.9
Ms-DOS
AlmaLinux9
Windows 11
| debian12
Windows 95
Metasploitable2-Linux

50
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IRS-esercizio05 - Linux VM

’Possibile errore‘

No VMnet interface available between vmnet2 and vmnet10. Go to preferences VMware / Network / Configure to add more interfaces.

[VMware preferences

Local settings | Advanced local settings
Managed VMnet interfaces (VMnet8 excluded)

vmnet2 to |vmnet10 |$|| Configure Reset

V| Block network traffic originating from the host OS
€ o Sumnetexe

[Using C:\Program Files (x86)\VMware\VMware

ling vmnet

|Adding vmnet2...

dding vmnet3...

dding vmnet4...

|Adding vmnetS... ‘ €
|Adding vmneté6...

N Executing command...
|Adding vmnet7...
|Adding vmnetS...
|Adding vmnet10... premy
=
ch04d — Instradamento e Algoritmi di instradamento - GNS3 51

Common Command Modes Cisco

LA STRUTTURA DELLA CLI

La CLI di IOS é gerarchica.

Questo vuol dire che a seconda di dove vi trovate nel prompt potrete fare e avrete a
disposizione solo certi tipo di comandi.

LA LISTA DEI COMANDI DISPONIBILI VARIA A SECONDA DI DOVE VI TROVATE.

di solito all'accensione vi dovreste trovare:

router>

il simbolo > significa che siete un user mode. Potete solo lanciare comandi per vedere
parte dello stato del router, ma non vedrete la configurazione. Per cambiare i parametri
dovete entrare in privileged mode. Per farlo:

router>enable
router#

il # significa che siete in modalita privileged e avete diritto di vita e di morte sul router.
Delle password parliamo poi.

ch04d — Instradamento e Algoritmi di instradamento - GNS3 52
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Common Command Modes Cisco

Come funzionalita di sicurezza, il software
Cisco IOS® separa le sessioni EXEC in due
diversi livelli di accesso:

» livello EXEC utente
» livello EXEC privilegiato

v 1l livello EXEC utente consente di accedere
solo ai comandi di monitoraggio di base

v 1l livello EXEC privilegiato consente di
accedere a tutti i comandi del router

1l livello EXEC privilegiato pud essere protetto
da password per consentire solo agli utenti
autorizzati di configurare o gestire il router.
Dal livello EXEC privilegiato & possibile
accedere a tutte le modalita di comando.
Sono disponibili cinque modalita di comando:
modalita di configurazione globale, modalita
di configurazione dell'interfaccia, modalita di
configurazione della sottointerfaccia, modalita
di configurazione del router e modalita di
configurazione della linea.

User EXEC Commands - Router>

ping
show (limited)

etc..

Privileged EXEC Commands - Router#
all User EXEC commands
debug commands

reload
configure
ete...

Global Configuration Commands - Router(config)

hostname
enable secret
ip route
interface ethernet Interface Commands - Router(config-i
serial ip address
bri ipx address
etc... encapsulation
shutdown / no shutdown
etc...
router  rip Routing Engine Commands - Router(config-router)#
ospf. network
igrp version
ete... auto-summary
etc.
line vty Line Commands - Router(config-line)#
console password
etc... login
modem commands
etc...

tradamento - GNS3 53

Common Command Modes Cisco

Command Mode Access Method
User EXEC Log in.
Privileged EXEC |From user EXEC mode,

enter the enable
command.

Global configuration

command.

-lfrum the privileged
EXEC mode, enter the
configure terminal

Router Prompt

Displayed

Router>

Router#

Router (config) #

Exit Method
Use the logout
command.

[To exit to user EXEC
mode, use the disable,
exit, or logout
command.

To exit to privileged
EXEC mode, use the exit
or end command, or
press Ctrl-z.

Interface configuration From the global

configuration mode,

enter the interface fype
number command, such
as interface serial 0/0.

Router (config-if)# To exit to global

configuration mode, use
the exit command.

To exit directly to
privileged EXEC mode,
press Ctrl-z.

Router> enable
Password: <enable password>
Router# configure terminal

Enter configuration commands one per line. End with CNTL/Z.

Router (config)# interface gigabitEthernet 0/0

Router (config-if)# no shutdown
Router (config-if)# exit
Router (config)# exit

Router# DEC 24 07:16:15:079 %SYS-5-CONFIG_I: Configured from console by console

54

08/01/26

27



Common Command Modes Cisco

Router# copy running-config startup-config

Building configuration... ’ Salvare la configurazione
[OK]

Router#

View version information show version

View current configuration (DRAM) show running-config

View startup configuration (NVRAM) show startup-config

Show I0S file and flash space show flash

View the interface status of interface e0 show interface e0

Overview all interfaces on the router show ip interfaces brief

Enable an interface Router (config-if) #no shutdown

To disable an interface Router (config-if) #shutdown

To add an IP address to a interface Router (config-if) #ip addr 10.1.1.1 255.255.255.0
Display a summary of connected cdp devices show cdp neighbor

Display detailed information on all devices show cdp entry *

Display current routing protocols show ip protocols

Display IP routing table show ip route

’ https://www.omnisecu.com/cisco-certified-network-associate-ccna/index.php

Fausto Marcantoni 5
55
IRS-esercizio05-bis - switch cisco
Monitor
=
Utente-01
UbuntuDesktopGuest22.04-1
Switch#
Switchi#fconf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no spanning-tree vlan 1
Switch (config) #exit
Switch#wr mem
*Nov 21 16:23:43.946: $%SYS-5-CONFIG_I: Configured from console by
console
Building configuration...
Compressed configuration from 3230 bytes to 1730 bytes[OK]
Switch#
Fausto Marcantoni e
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IRS-esercizio05-bis - switch cisco

Appliance name ~ Emulator Vendor

» Firewalls

» Guests

» Routers

¥ Switches

Arista vEOS Qemu Arista
Aruba0S-CX Simulation Software Qemu HPE Aruba

Monitor

fe

cEOS Docker Arista
Qemu Cisco
Qemu Cisco Utente-01
10U Cisco
Cisco NX-0Sv Qemu Cisco
Cisco NX-OSv 9000 Qemu Cisco
B3 Cumulus VX Qemu Cumulus Network
EXOS VM Qemu Extreme Networks
HuaWei CE12800 Qemu HuaWei
B Juniper vQFX PFE Qemu Juniper
B Juniper vOFX RE Qemu Juniper
MikroTik CR$328-24P-45+ Qemu MikroTik
MikroTik CR$328-4C-205-45+ Qemu MikroTik o
ﬁ Onos sl Onos UbuntuDesktopGuest22.04-1
Open vSwitch Docker Open vSwitch )
5. Open vSwitch management Docker Open vSwitch
Open vSwitch with SNMP Docker Open vSwitch
V0SS VM Qemu Extreme Networks

Fausto Marcanton 57
57
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UbuntuDesktopGuest22.04-1
»
G@glc vios_[2-adventerprisek9-m.ssa.high_iron_20200929.qcow2 X e Q

instradamento
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’cd /opt/gns3/images/QEMU ‘
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°
R

zz/%°001°891°Z61
»
2

o »

=
= o 10.1.1.x/24
N =
10/0 o

Firefox31.1.1~2-1
debian-12-1 10.1.1.102
10.1.1.103
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Cisco NAT

Border_Switch

Monitor

Executing the startup file

[Monitor> ip dhcp

DORA IP 192.168.100.5/22 GW 192.168.100.1 ]

[Monitor> ping 8.8.8.8

84 bytes from
84 bytes from

8 icmp_seqg=1
8
84 bytes from 8.
8
8

icmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5

84 bytes from
84 bytes from

© 0 oo w
© ® oo o

\Monitor> I

ttl=1156 time=11.189 ms
ttl=115 time=202.495 ms
ttl=115
ttl=115 time=15.423 ms
tt1=115 time=11.759 ms
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Cisco NAT

Border_Switch

Router-NAT

Monitor

Switch1

Installare Router Cisco 26xx
Installare Switchl

instradamento
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~ Routers
B 6WIND Turbo Router
@ A10vThunder
@ Alcatel 7750
@ Big Cloud Fabric

Cisco 2600 @ beore

@ Cisco 1700
P @ Cisco 2600

@ Cisco 2691
Cisco 2691 @ Cisco 3620

@ Cisco 3640

@ Cisco 3660

@ Cisco 3725

@ Cisco 3745

@ Cisco 7200

@ Cisco Catalyst 3000V

@ Cisco CSR1000v

@ Cisco I0S XRv

@ Cisco 10S XRv 9000

@ Cisco I0Sv

@ CiscolOU L3

@ Citrix SD-WAN

Qemu
Qemu
Qemu
Qemu
Qemu
Qemu
Dynamips
Dynamips
Dynamips
Dynamips
Dynamips
Dynamips
Dynamips
Dynamips
Dynamips
Qemu
Qemu
Qemu
Qemu
Qemu
10U
Qemu

BWIND

A0

Alcatel

Big Switch Networks
CZNIC Labs
Olivier Cochard-Labbe
Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Citrix
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Cisco 2600 Series Modular Access Router Family
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Required files

@& Install Cisco 2600 appliance ? X

Please select one version of 2600 and import the required files. Files are searched in your downloads and GNS3
images directories by default

Acsli et Size Status

~ 2600 version 124-15.T14
c2600-adventerprisek9-mz.124-15.T14.image | 83.2 MB Found on GNS3 VM (GNS3 VM_fausto)

83.2 MB Ready to install

Allow custom files | Create a new version| | Refresh

Appliance info <§ackj | Next> \ Cancel
Go gle €2600-adventerprisek9-mz.124-15 t14.image X @ Q

c2600-adventerprisek9-mz.124-15.t14.image
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&« CcC ® O8n //tfr.org w Q Cerca y ® » =
Namel Last Modified: Size: Type:

BDCOM/ 2019-Apr-@6 88:24:59 12M Directory

cisco/ 2017-Jan-@8 17:20:54 144G Directory

cisco-ios/ 2017-Jan-88 17:20:54 144G SymlLink to cisco

debian/ 2019-Jan-02 18:10:24 144G SymLink to cisco

Synology Share Sync - Edit connection IP address.html 2019-Jun-@9 ©7:18:34 1.4k  HTML

> C @ O 8 ® hipsy

Network Rare

Exploring Network

HOME COURSES BLOG

tag/c2600-adventerprisek9-mz-124-15-t1 B ¥ Q Cerca @

«
(]
®

https://networkrare.com/

Quiz Q&A COMPUTER TIPS & TRICKS DOWNLOAD GNS3 & EVE-NG ABOUTUS
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https://tfr.org/
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@ Node prop

Config slots R\
\g—‘ Router-NAT configuration

General | Memoriesand disks | Slots | Advanced | Usage
Adapters

slot 0: | C2600-MB-1E

slot 1:

ot 2: | NM-TFETX
NM-1E

slot 3: NM2E

slot4: | NM-16ESW

slot 5

slot 6:

(NM-1E = Description 1-port Ethernet Network Module) for Cisco 2600 Router ‘

= ’ NM-4E—Four-port Ethernet module
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nds % | Solar-PuTTY free t

Router-NAT
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R1l# show running-config / sh run

R1# conf t

Rl (config)# interface ethernet/[fastEthernet] 0/0
Rl (config-int)# ip address 10.1.1.1 255.255.255.0
Rl (config-int)# no shutdown

Rl (config-int) #fexit

Rl (config) #fexit

R1#

R1l# show ip interface brief / sh ip int bri

R1# write memory / wr mem

R1#

Overwrite the previous NVRAM configuration?[confirm] Y/N
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Monitor
Passo 3 Border_switch

e2

folv Switch1

10.1.1.0/24 0 _ommy
o

\ q vZ/X°001°'891L°Z61
8-

Router-NAT
fo/1

Configurare le network
Configurare le interfacce del router

71

ch04d — Instradamento e Algoritmi di instradamento - GNS3

Configurazione interfaccia verso Internet

Router-NAT#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router-NAT (config) #interface fastEthernet 0/0

Router-NAT (config-if) #ip address dhcp

Router-NAT (config-if) #no shutdown

Router-NAT (config-if) #exit

*Mar 1 00:07:32.663: SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state
to u

*Marp 1 00:07:33.663: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Router-NAT (config-if) #exit

Router-NAT (config) #exit

*Mar 1 00:07:42.743: ¥DHCP-6-ADDRESS ASSIGN: Interface FastEthernet0/0
assigned DHCP address 192.168.100.30, mask 255.255.252.0, hostname Router-NAT

Router-NAT (config) #exit

Router-NAT#

*Mar 1 00:07:44.403: %SYS-5-CONFIG_I: Configured from console by console
Router-NAT#
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Configurazione interfaccia verso Network Interna

Router-NAT#

Router-NAT#int

Router-NAT#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router-NAT (config) #int

Router-NAT (config) #interface fas La vostra network interna
Router-NAT (config) #interface fastEthernet 0/1

Router-NAT (config-if) #ip add

Router-NAT (config-if) #ip address 10.1.1.1 255.255.255.0

Router-NAT (config-if) #no shut

Router-NAT (config-if) #no shutdown

Router-NAT (config-if) #exit

Router-NAT (config) #

*Mar 1 00:11:39.979: $LINK-3-UPDOWN: Interface FastEthernet0/1l, changed state
to up

*Mar 1 00:11:40.979: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/1, changed state to up

Router-NAT (config) #exit

Router-NAT#

*Mar 1 00:11:42.931: %SYS-5-CONFIG_I: Configured from console by console
Router-NAT#

73

Salvare configurazione

Router-NAT#

Router-NAT#

Router-NAT#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

Oppure

Router-NAT#
Router-NAT#wr mem
Router-NAT#write memory
Building configuration...
[OK]

Router-NAT#
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Status delle interfacce

Router-NAT#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.100.30 YES DHCP up up
FastEthernet0/1 10.1.1.1 YES man up

Router-NAT#

show ip interface brief / sh ip int bri

75
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Border_switch
Passo 4 Internet_IRS
ethl
e0

Monitor

vZ/%'001'89L°Z6L

Installare PC1l
Configurare PCl con indirizzo 10.1.1.100

Testare la connettivita
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] PC Monitor setup client - troubleshooting

PC1> ip 10.1.1.100/24 10.1.1.1

Checking for duplicate address...

PCl : 10.1.1.100 255.255.255.0 gateway 10.1.1.1
PC1> ping 10.1.1.1 -c 2

84 bytes from 10.1.1.1 icmp_seqg=1l ttl=255 time=9.133 ms
84 bytes from 10.1.1.1 icmp_seqg=2 ttl=255 time=5.558 ms

PC1> ping 192.168.100.30 -c 2

84 bytes from 192.168.100.30 icmp_seg=1 ttl=255 time=11.275 ms
84 bytes from 192.168.100.30 icmp_seq=2 ttl=255 time=4.377 ms

PC1>

77
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{setup nat{

interface FastEthernet0/1
ip address 10.1.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly
duplex auto

speed auto

1
interface FastEthernet0/0
ip address dhcp

ip nat outside

ip virtual-reassembly
duplex auto

speed auto
1

’Rl# show ip interface brief / sh ip int bri
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R1# conf term

Rl (config) # ip nat inside source list 1 interface FastEthernet0/0 overload
Rl (config) # access-list 1 permit any

ip nat inside — stai configurando la traduzione degli indirizzi per la zona
inside (di solito la LAN).

overload — abilita il PAT (Port Address Translation): piu host interni
possono condividere lo stesso IP pubblico grazie a porte TCP/UDP diverse.

Le ACL (Access Control List) sono una lista di istruzioni applicate
alle interfacce del router. Queste istruzioni indicano al router quali
pacchetti accettare e quali scartare in base alle specifiche delle ACL.

’Rl# show ip nat translations

79
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[ troubleshooting

R1l# show ip interface brief / sh ip int bri

R1# ping 8.8.8.8 [non funziona!!!]

PCl> trace 8.8.8.8
trace to 8.8.8.8, 8 hops max, press Ctrl+C to stop
10.1.1.1 53.293 ms 108.220 ms 171.641 ms
*193.205.92.2 220.073 ms 272.154 ms
193.204.11.40 64.227 ms 273.568 ms 270.262 ms
193.206.137.62 53.168 ms 273.096 ms 273.104 ms
185.191.180.53 41.176 ms 293.761 ms 314.494 ms
185.191.180.57 324.918 ms 296.692 ms 285.993 ms

142.250.164.230 315.977 ms 284.381 ms 305.707 ms
*  x ok

o doU s WNE

80

08/01/26

40



IRS-esercizio06 - Cisco NAT
[ troubleshooting

R1# show ip nat translations

Router-NAT#sh ip nat tra

Pro Inside global Inside local Outside local Outside global
tcp 193.205.92.225:56630 10.1.1.102:56630 34.107.243.93:443 34.107.243.93:443
Router-NAT#sh ip nat tra

Pro Inside global Inside local Outside local Outside global
udp 193.205.92.225:33223 10.1.1.102:33223 8.8.8.8:53 8.8.8.8:53

tcp 193.205.92.225:39220 10.1.1.102:39220 99.86.163.221:443 99.86.163.221:443
udp 193.205.92.225:39512 10.1.1.102:39512 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:39897 10.1.1.102:39897 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:40339 10.1.1.102:40339 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:42974 10.1.1.102:42974 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:43475 10.1.1.102:43475 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:43779 10.1.1.102:43779 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:44222 10.1.1.102:44222 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:45352 10.1.1.102:45352 8.8.8.8:53 8.8.8.8:53

tcp 193.205.92.225:46798 10.1.1.102:46798 34.90.183.102:80 34.90.183.102:80
tcp 193.205.92.225:46804 10.1.1.102:46804 34.90.183.102:80 34.90.183.102:80
tcp 193.205.92.225:46818 10.1.1.102:46818 34.90.183.102:80 34.90.183.102:80
udp 193.205.92.225:50136 10.1.1.102:50136 8.8.8.8:53 8.8.8.8:53

udp 193.205.92.225:50336 10.1.1.102:50336 8.8.8.8:53 8.8.8.8:53

tcp 193.205.92.225:52066 10.1.1.102:52066 199.232.194.133:443 199.232.194.133:443
tcp 193.205.92.225:52078 10.1.1.102:52078 199.232.194.133:443 199.232.194.133:443
Router-NAT#

81
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configurazione indirizzo AlpineLinux

configurazione indirizzo statico su AlpineLinux ‘

alpine:~# ip addr add 10.1.1.101/24 dev ethO
alpine:~# ip route add default via 10.1.1.1 dev ethO
alpine:~#

configurazione indirizzo dinamico su AlpineLinux

alpine:~# udhcpc

udhcpc: started, v1.36.1

udhcpc: broadcasting discover

udhcpc: broadcasting select for 192.168.100.57, server
192.168.100.1

udhcpc: lease of 192.168.100.57 obtained from
192.168.100.1, lease time 3600

alpine:~#
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Monitor

f

Border_switch

10.1.1.100

Switch1

10.1.1.0/24
Router-NAT
Firefox31.1.1~2-1

Installare Firefox
Configurare interfaccia di Firefox

stradamento - GNS3 83

nstradamento e Algoritmi
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Monitor

Border_Switch

Internet_IRS

eth1

>
R

2z/x'001°891°Z61
o
Q

101001

Switch1

10.1.1.x/28
Router-NAT

Firefox31.1.1~2-1
debian-12-1 10.1.1.102
10.1.1.103

stradamento - GNS3 84

nstradamento e Algoritmi
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] Utente-01 setup client - troubleshooting

#

# This is a sample network config, please uncomment lines to configure the
network

#

# Uncomment this line to load custom interface files
# source /etc/network/interfaces.d/*

# Static config for ethO
auto eth0
iface eth0 inet static
address 10.1.1.101
netmask 255.255.255.0
gateway 10.1.1.1
up echo nameserver 8.8.8.8 > /etc/resolv.conf

# DHCP config for ethO
auto eth0

iface eth0O inet dhcp

# hostname webterm-1
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]
interface FastEthernet0/1
ip address 10.1.1.1 255.255.255.0
ip virtual-reassembly
duplex auto
speed auto
]
interface FastEthernet0/0
ip address dhcp
ip virtual-reassembly
duplex auto

speed auto
]

router rip
version 2
network 10.0.0.0

network 192.168.100.0
1

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.100.1
!
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AlpineLinux-Monitor

Border_switch

Border-Router Sviluppo-Router Router-Segreteria

172.16.1.0/24 10/0 172.17.1.0/24

verzon

(]

1012101
AlpineLinux-pC1

Switch_sviluppo
02 switem

1013102
firetox-1

AlpineLinux-pC2 firetox-2 AlpineLinux-Pc3 firetox-3

ch04d — Instradamento e Algori instradamento

87

87

Border-Router_il_startup-config

!
interface FastEthernet0/0
ip address dhcp

ip nat outside

ip virtual-reassembly
duplex auto

speed auto

!

Alpine

interface FastEthernet0/1

ip address 10.1.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly Border_switch
duplex auto
speed auto
!

interface FastEthernet1/0

ip address 172.16.1.1 255.255.255.0
duplex auto

speed auto

!

22/%001'891°261

router rip

version 2

redistribute static

network 10.0.0.0

network 172.16.0.0
network 192.168.100.0

!

ip forward-protocol nd

!

!

no ip http server

no ip http secure-server

ip nat inside source list 1 interface FastEthernet0/0 overload
!

access-list 1 permit any

no cdp log mismatch duplex
!

Border-Router
172.16.1.0128

switcht
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|
interface FastEthernet0/0

ip address 172.16.1.2 255.255.255.0
duplex auto

speed auto

|

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
duplex auto

speed auto

1

interface FastEthernet1/0

ip address 172.17.1.2 255.255.255.0
duplex auto

speed auto

|

router rip
version 2
network 10.0.0.0
network 172.
network 172.
1

16.0.
17.0.

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 172.16.1.1
1

Sviluppo-Router_i2_startup-config

Sviluppo-Router

172.16.1.0/24 172.17.1.0/24

El
2
=)

vZIXLZ 0L

->
switch_sviluppo ((: > Switch_S

el

Router-Segreteria_i3_startup-config
1 Router-Segreteria
interface FastEthernet0/0 172.17.1.0/24
ip address 172.17.1.1 255.255.255.0
duplex auto
speed auto 1001
1
interface FastEthernet0/1
ip address 10.3.1.1 255.255.255.0 2
duplex auto ':
speed auto x
! B
router rip
version 2 e0
network 10.0.0.0
network 172.17.0.0 =5
! Switch_segreteria (-_)

«
el /' '\|2
Fausto arcantons w0

ch04d — Instradamento e Algoritmi di instr:
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IRS-esercizio07 - enable routing

router rip

version 2
redistribute static
network 10.0.0.0
network 172.16.0.0
network 192.168.100.0

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 FastEthernet0/0
!

Per visualizzare le tabelle di routing

Sviluppo-Router#sh ip route

instradamento

91

Border-Router#sh ip route

Border-Routerish ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

R 172.17.0.0/16 [120/1] via 172.16.1.2, 00:00:22, FastEthernetl/0
172.16.0.0/24 is subnetted, 1 subnets

(o] 172.16.1.0 is directly connected, FastEthernetl/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
(o] 10.1.1.0/24 is directly connected, FastEthernet0/1
R 10.0.0.0/8 [120/1] via 172.16.1.2, 00:00:22, FastEthernetl/0

S* 0.0.0.0/0 [254/0] via 192.168.100.1
(o] 192.168.100.0/22 is directly connected, FastEthernet0/0
Border-Router#

mento - GNS3
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Sviluppo-Router#sh ip route

Sviluppo-Router#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

172.17.0.0/24 is subnetted, 1 subnets

[} 172.17.1.0 is directly connected, FastEthernetl/0
172.16.0.0/24 is subnetted, 1 subnets

[} 172.16.1.0 is directly connected, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

c 10.2.1.0/24 is directly connected, FastEthernet0/1

R 10.0.0.0/8 [120/1] via 172.17.1.1, 00:00:04, FastEthernetl/0

[120/1] via 172.16.1.1, 00:00:13, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 172.16.1.1

R 192.168.100.0/22 [120/1] via 172.16.1.1, 00:00:14, FastEthernet0/0
Sviluppo-Router#

93

instradamento

Router-Segreteria#sh ip route

Router-Segreteriad#ish ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

172.17.0.0/24 is subnetted, 1 subnets

(o} 172.17.1.0 is directly connected, FastEthernet0/0

R 172.16.0.0/16 [120/1] via 172.17.1.2, 00:00:09, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

c 10.3.1.0/24 is directly connected, FastEthernet0/1

R 10.0.0.0/8 [120/1] via 172.17.1.2, 00:00:09, FastEthernet0/0

R 192.168.100.0/22 [120/2] via 172.17.1.2, 00:00:09, FastEthernet0/0

Router-Segreteria#

mento - GNS3 94
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wireshark — filtro RIP

v e i

Am e mMNRC { «= s E qaaalTH

N rip <] -

o Tine Protocol Lengt Info Vindows size  Timestamp

© 3 zawmw RIPVZ 106 Response 2112517000
6 19045554 RIPVZ 66 Response 19.045554000
13 30207248 RIP2 106 Response 30.297248000
16 46.859820 RIP2 66 Response 46.855820000
19 s8.577362 RIPVZ 106 Response 58.577362000
24 74507218 RIPVZ 66 Response 74.507218000

Frane 3: Packet, 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface -, id 0
: ool

Ethernet II, Src: c0:02:0f:83:00:10, Dst: 01:00:
Internet Protocol Version 4, Src: 172.17.1.2, Dst: 224
User Datagram Protocol, Src Port: 520, Dst Port: 520

Source Port: 520

Destination Port: 520

Length: 72

Checksun: 0x9669 [unverified]

[Checksun Status: Unverified]

(Strean index: 0]

[Strean Packet Number: 1]

[Tinestanps|

P payload (64 bytes)
Routing Information Protocol

Conmand: Response (2)

Version: RIPV2 (2)

TP Address: 10.0.0.0, Metric: 1

Address Fanily: 1P (2)

TP Address: 172.16.0.0, Metric: 1
Address Fanily: IP (2)

tric:
1P Address: 192.168.100.0, Metric: 2
Address Fanily: IP (2)
Route Tag: 0
1P Address: 192.168.100.0
Netmask: 255.255.252.0
0p: 0.0.0.0

© 7 wireshark_Standard InputEVEUHS.peapng.

ch04d — Instradamento e Algori

Pacchett 24-visualzzatt: 6 (26.0%) - scartat: 0 0.0%)
~—

prfio: Detaut
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IRS-esercizio07 - config dhcp server

Cambiare layout tastiera H -vga gxl -k it

Console type: | spice+agent

|

ubuntu install dhcp server

Google

sudo apt install isc-dhcp-server
Sudo apt install net-tools

sudo cp /etc/dhcp/dhcpd.conf /etc/dhcp/dhcpd.conf originale

editing /etc/dhcp/dhcpd.conf

# minimal sample /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 7200;

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.100 10.1.1.200;
option routers 10.1.1.1;

option domain-name-servers 8.8.8.8, 193.204.8.33;

option domain-name "irs.local";

editing /etc/default/isc-dhcp-server

INTERFACESv4="ens3"

sudo systemctl restart (start-stop-status) isc-dhcp-server.service

ch04d — Instradamento e Algori
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IRS-esercizio07 - config dhcp server

# minimal sample /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 7200;

subnet 192.168.2.0 netmask 255.255.255.0 {

range 192.168.2.150 192.168.2.200;

option routers 192.168.2.1;

option domain-name-servers 8.8.8.8, 193.204.8.33;
option domain-name "irs.local";

}

subnet 10.1.1.0 netmask 255.255.255.0 {

range 10.1.1.150 10.1.1.200;

option routers 10.1.1.1;

option domain-name-servers 8.8.8.8, 193.204.8.33;
option domain-name "irs.local";

option ntp-servers 193.204.114.232;

}

subnet 192.168.3.0 netmask 255.255.255.0 {

range 192.168.3.150 192.168.3.200;

option routers 192.168.3.1;

option domain-name-servers 8.8.8.8, 193.204.8.33;
option domain-name "irs.local";

option ntp-servers 193.204.114.232;

ch04d — Instradamento e Algoritmi instradamento
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IRS-esercizio07 - enable dhcp relay

ip helper-address <ip del dhcp server>

]
interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
ip helper-address 10.1.1.103

duplex auto

speed auto

]

interface FastEthernetl/0

ip address 172.17.1.1 255.255.255.0
duplex auto

speed auto

]

router rip

version 2

redistribute static

network 10.0.0.0

network 172.16.0.0

network 172.17.0.0

lAggiungere le zone per le nuove network in /etc/dhcp/dhcpd.conf ‘

ch04d — Instradamento e Algoritmi mento - GNS3
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IRS-esercizio07 - config http access

username fausto privilege 0 secret passwordl234
ip http server
ip http authentication local

ip http secure-server

11 g Viewer o x
e LRI GG

(—mn] 24 neoe =
Cisco Systems

Accessing Cisco 2691 "Sviluppo-Router"

Show diagnostic log - display the diagnostic log.
Monitor the router

- HTML acoess to the command line interface at level 0.1.2.3.4.5,67.6.6.1011.12.13.14.15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping command.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

at wwr.cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
o-mail the TAC,

147 or +1-408-526-7209 - phons ths TAC.

com - email the HTML interface development group.

ywv_ B @ Sviuppo-Router Home Page 10:55|

929

ch04d — Instradamento e Algoritmi di instradamento - GNS3

IRS-esercizio07 - config http access-list

!
username fausto privilege 15 secret 5 $1$/7uD$fwtt9YnRRFZRM/ITYMpE60
!

ip http server

ip http access-class 1

ip http authentication local

no ip http secure-server

!

access-list 1 permit 192.168.3.0 0.0.0.255

username fausto privilege 15 secret 5 $1$/7uD$fwtt9YnRRFZRM/ITYMpPE60O

GEY§|§ cisco type 5 password decrypt tool X @ Q

100
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IRS-esercizio07 - OSPF

In OSPF (Open Shortest Path First) di Cisco, un'area ¢ una collezione
logica di reti, router e collegamenti con lo stesso ID, usata per
segmentare una rete OSPF pil grande e ridurre il sovraccarico di
routing gestendo database topologici piu piccoli, con I'Area 0
(Backbone) che funge da nucleo centrale a cui tutte le altre aree si
collegano, direttamente o tramite link virtuali.

101

101

IRS-esercizio07 - OSPF

Border-Router

]
router ospf 1

log-adjacency-changes

redistribute static

network 10.1.1.0 0.0.0.255 area 1
network 172.16.1.0 0.0.0.255 area 1
network 192.168.100.0 0.0.3.255 area 1
|

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.100.1
!

Sviluppo-Router

Router-Segreteria

!

router ospf 1

log-adjacency-changes

network 10.2.1.0 0.0.0.255 area 1
network 172.16.1.0 0.0.0.255 area 1
network 172.17.1.0 0.0.0.255 area 1
!
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.100.1
!

!
router ospf 1

log-adjacency-changes

network 10.3.1.0 0.0.0.255 area 1
network 172.17.1.0 0.0.0.255 area 1
!

ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 192.168.100.1
!

network 192.168.100.0 0.0.3.255 area 1

102
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IRS-esercizio07 - OSPF

Border-Routel

_] show ip route

o]
C

C

Border-Router#sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

Sk

Border-Router#

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

172.17.0.0/24 is subnetted, 1 subnets
172.17.1.0 [110/2] via 172.16.1.2, 00:13:29, FastEthernet1/0
172.16.0.0/24 is subnetted, 1 subnets
172.16.1.0 is directly connected, FastEthernet1/0
10.0.0.0/24 is subnetted, 2 subnets
10.2.1.0 [110/11] via 172.16.1.2, 00:13:39, FastEthernet1/0
10.1.1.0 is directly connected, FastEthernet0/1
0.0.0.0/0 [1/0] via 192.168.100.1
192.168.100.0/22 is directly connected, FastEthernet0/0

Border-Router#ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Border-Router#

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/48/164 ms

103
. .
IRS-esercizio07 - OSPF
Sviluppo-Router show ip route
Sviluppo-Router#sh ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o0 - ODR, P - periodic downloaded static route
Gateway of last resort is 192.168.100.1 to network 0.0.0.0
172.17.0.0/24 is subnetted, 1 subnets
C 172.17.1.0 is directly connected, FastEthernet1/0
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, FastEthernet0/0
10.0.0.0/24 is subnetted, 2 subnets
C 10.2.1.0 is directly connected, FastEthernet0/1
o 10.1.1.0 [110/20] via 172.16.1.1, 00:19:17, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 192.168.100.1
O 192.168.100.0/22 [110/20] via 172.16.1.1, 00:19:17, FastEthernet0/0
Sviluppo-Router#
Sviluppo-Router#ping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
B
Success rate is 80 percent (4/5), round-trip min/avg/max = 40/70/160 ms
Sviluppo-Router#
104

104

08/01/26

52



08/01/26

IRS-esercizio07 - OSPF
mm show ip route

Router-Segreteria#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

172.17.0.0/24 is subnetted, 1 subnets

c 172.17.1.0 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 1 subnets
o 172.16.1.0 [110/20] via 172.17.1.1, 00:19:25, FastEthernet0/0

10.0.0.0/24 is subnetted, 3 subnets
c 10.3.1.0 is directly connected, FastEthernet0/1
o 10.2.1.0 [110/20] via 172.17.1.1, 00:19:25, FastEthernet0/0
o 10.1.1.0 [110/30] via 172.17.1.1, 00:19:25, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 192.168.100.1
O 192.168.100.0/22 [110/30] via 172.17.1.1, 00:19:26, FastEthernet0/0
Router-Segreteria#

Router-Segreteria#ping 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 40/78/180 ms
Router-Segreteria#

Fausto Marcantoni 105
traffico ospf
ece input —
L) X | &= 8
1 ospf ] ) | B[ <) +
No. Time Source Destination Protocol  Lengtt Info '
73 127.618413 172.16.1.1 224.0.0.5 OSPF 94 Hello Packet
77 135.461931 172.16.1.2 224.0.0.5 OSPF 94 Hello Packet
79 137.518750 172.16.1.1 224.0.0.5 OSPF 94 Hello Packet
86 145.292447 172.16.1.2 224.0.0.5 0SPF 94 Hello Packet
87 147.295941  172.16.1.1 224.0.0.5 osPF 94 Hello Packet
91 155.111566 172.16.1.2 224.0.0.5 0SPF 94 Hello Packet
92 156.650788 172.16.1.1 224.0.0.5 OSPF 94 Hello Packet
95 164.881116 172.16.1.2 224.0.0.5 0SPF 94 Hello Packet l
97 166.128821 172.16.1.1 224.0.0.5 0SPF 94 Hello Packet
Frame 59: Packet, 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface -, id @
Ethernet II, Src: c0:01:0f:5f:00:10, Dst: 01:00:5e:00:00:
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 224.0.0.5
Open Shortest Path First
OSPF Header
OSPF Hello Packet
Network Mask: 255.255.255.0
Hello Interval [sec]: 10
Options: @x12, (L) LLS Data block, (E) External Routing
‘ Router Priority: 1
Router Dead Interval [sec]: 40
Designated Router: 172.16.1.1
Backup Designated Router: 172.16.1.2
‘ Active Neighbor: 172.17.1.1
OSPF LLS Data Block
Checksun: 0xfff6
LLS Data Length: 12 bytes
L Extended options TLV
0000 01 00 S5e 00 00 05 cO 01 Of 5f 00 10 08 00 45 CO - .3 £
0010 00 50 03 8b @0 00 01 59 27 f4 ac 10 01 01 ed 00 P Y
00 05 02 01 00 30 cO a8 64 d2 00 00 00 01 bf e7 0 - d
00 00 00 00 00 00 00 00 00 00 ff ff ff 00 00 0a
12 01 00 00 00 28 ac 160 01 01 ac 10 01 02 ac 11 (
0050 01 01 ff f6 00 03 00 01 00 04 00 00 00 01
© 7 Open Shortest Path First: Protocol Pacchetti: 97- visualizzati: 36 (37.1%) Profilo: Default
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traffico ospf — Interface Down

ece i
AN O mMORD ] =

=

W Lospt B ]+
Time Destination Protocol | Lengtt Info windov
5 25.252108 94 Hello Packet
7 26.480728 ospF 94 Hello Packet
4 35.184875 0sPF 94 Hello Packet
5 36.020494 0SPF. 94 Hello Packet
3 45.12790 oseF 94 Hello Packet
4 45.901641 0sPF 94 Hello Packet
nterface Down 5 46.008740

Area ID: 0.0.0.1

Checksun: 0x6¢72 [correct]
Instance 10: Base IPv4 Unicast Instance (0)

ull (0)
Auth Data (none) : 0000000000000000

LSA-type 1 (Router-LSA), len 60

.000 0000 0000 0001 = LS Age (seconds): 1

+ teew evs = Do Not Age Flag: 0

0x22, (DC) Demand Circuits, (E) External Routing
LS Type: Router-LSA (1)
Link State I0: 172.17.1.1
Advertising Router: 172.17.1.1
Sequence Nunber: 0xB0000006
Checksun: xcf60

Length:

Flags: 0x00

Number of Links: 3

Type: Stub 172.17.1.0 Data: 255.255.255.0 1
Type: Transit I0: 172.16.1.1 Data: 172.16.1.2 10
Tvoe: Stub _ ID: 10.2.1.0

Data: 255.255.255.0 Metric: 10

Pacchett: 53 visualizzati 13 (24.5%) - scartati: 0 (0.0%)  Proflo: Default

0030 00 00 00 60 00 00 00 00 00 00 00 60 00 01 00 O
0040 22 01 ac 11 01 01 ac 11 01 01 80 00 00 06 Cf 60
0050 00 3c 00 00 00 03 ac 11 01 00 ff ff ff 00 03 00
0060 00 01 ac 10 01 01 ac 10 01 02 62 00 00 0a 0a 02
007001 0

O 7 Textitem (texy), 64 byte

Sviluppo-Router#

*Mar 1 00:56:31.211: %0SPF-5-ADJCHG: Process 1, Nbr 172.17.1.2 on FastEthernetl/@
from FULL to DOWN, Neighbor Down: Dead timer expired
Sviluppo-Router#

107

traffico ospf — Interface Up

A = e MmO RLE Q «= 8= =
A losf. XK
No. Source

Protocol | Lengtt Info

Destination
5 0SPF.

Hello Packet
LS Upd:
LS Update

LS Acknowledge
LS Update

Frame 10: Packet, 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface -, id @
Ethernet II, Src: c0:01:0f:5f:00:10, Dst: c0:02:0f:83:00:
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 172.16.1.2
Open Shortest Path First
0SPF Header
Version: 2
Message Type: LS Acknowledge (5)
Packet Length: 44
Source OSPF Router: 192.168.100.210
Area ID: 0.0.0.1
Checksum: @xcac2 [correct]
Instance ID: Base IPv4 Unicast Instance (@)
Auth Type: Null (0)
Auth Data (none): 0000000000000000
LSA-type 2 (Network-LSA), len 32
000 1110 0001 0000 = LS Age (seconds): 3600
o : i = Do Not Age Flag: 0
Options: @x22, (DC) Demand Circuits, (E) External Routing
LS Type: Network-LSA (2)
Link State ID: 172.17.1.1
Advertising Router: 172.17.1.1
Senuence Numher: AxRAAAAAN
€0 02 Of 83 00 00 cO 01 Of 5f 00 10 08 00 45 cO ) B
00 40 04 3e 00 00 01 59 5a 44 ac 10 01 01 ac 10 @> Y2
01 02 02 05 00 2c <0 a8 64 d2 00 00 00 01 ca 2 d
00 00 00 00 00 00 00 00 00 00 Ge 10 22 02 ac 11 >
01 01 ac 11 01 01 80 00 @0 03 03 35 00 20 5
Sviluppo-Router# © 7 wireshark_Standard inputZHYMI3.pcapng

*Mar 101:02:11.023: % OSPF-5-ADJCHG: Process 1, Nbr 172.17.1.2 on FastEthernet1/0 from
LOADING to FULL, Loading Done

Sviluppo-Router#

Pacchetti: 17- visualizzati: 11 (64.7%) - scartati: 0 (0.0%)  Profilo: Default

Instradamento e Algoritmi nstradamento - GNS3 108
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filtro per traffico dhcp

| dhcp and ip.addr==10.2.1.1

eve Cattura da Standard i Border-| Ethernet0
L N/o(C) X € @ = IR = QA
dhcp and ip.addr==10.2.1.1| A
z Source Destination Protocol Lengit Info
16 1.103 342 DHCP Discovel
poyY Destinat
o1
57017 21
655 1.1. 1
211
62 64.901050 10.1.1.103 DHCP 342 DHCP Discover - Transaction
65 65.904555 10.2.1.1 DHCP 342 DHCP Offer - Transaction
- 6 65.030013  10.2.1.1 10.1.1.103 DHCP ' 342 DHCPRequest - Transaction
67 65938814 10.2.011 OHCP 342 DHCP ACK - Transaction

Border-Router
5 121610

Frame 22: Packet, 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface -, id 0
Ethernet II, Src: c0:01:0f:5f:00:01, Dst: 0c:41:b1:11:00:00
Internet Protocol Version 4, Src: 10.2.1.1, Dst: 10.1.1.103

User Datagran Protocol, Src Port: 67, Dst Port: 67

Dynamic Host Configuration Protocol (Discover)

071102
fretox-1 of 5f 00 61 08 00 45 00 A
a5 39 0a 02 01 01 0a 01  H
0c Se 01 01 06 01 07 c4 -g-C:C-4
00 00 00 00 00 00 00 00 T
1e 00 00 00 @0 00 00
00 00 00 80 00 00 00 00
@0 00 00 00 00 00 00
@0 00 00 80 00 00 00 00
@0 00 00 00 00 00 00
00 00 00 80 00 00 00 00
@0 00 00 00 00 00 00
€0 00 00 80 00 00 00 00

1011103 '

capng Paccheti: 176. visualizzati: 10 (5.7%)

X] -]+
windows,
1D Oxb2ac..
1D Oxb2ac..
1D oxb2ac..
1D oxb2ac..

Profil: Default

Fausto Marcantoni 109
109
WORK IN PROGRESS
Aggiornate fino a qui
110

Instradamento e Algoritmi di instradamento - GNS3

110

08/01/26

55



‘- IRS-esercizio07 - Configurazioni

Border-Router i2 startup-config.cfg

Sviluppo-Router il startup-config.cfg

111
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‘- IRS-esercizio08

PC-Monitor

3|

itchl 193.205.92.0/24  Router-NAT
@ ST svasrazeas 192.168.1.0/24
NAT outside NAT inside

10.1.1.0/30

PC1

m‘ 192.168.1.100

192.168.1.101

Programmatore-01

192.168.2.0/24

Programmatore-02
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Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Border-Router_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Border-Router_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Border-Router_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Border-Router_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Border-Router_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Sviluppo-Router_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Sviluppo-Router_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Sviluppo-Router_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Sviluppo-Router_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio07/Sviluppo-Router_i1_startup-config.cfg

IRS-esercizio08 - config NAT

interface <interface>
ip nat outside
ip nat inside

ip nat inside source list 1 interface FastEthernet0/0 overload

access-list 1 permit any
1

interface FastEthernet0/0

ip address dhcp

ip nat outside

ip virtual-reassembly

duplex auto

speed auto

1

interface Serial0/0

ip address 10.1.1.1 255.255.255.252
ip nat inside

clock rate 2000000

1

interface FastEthernet0/1

ip address 192.168.1.1 255.255.255.0
ip nat inside

duplex auto

speed auto

113
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IRS-esercizio08 - config RIP

default-information originate
1

ip route 0.0.0.0 0.0.0.0 <ip default route>
1

ip default-gateway <ip default route>

router rip

version 2

network 10.0.0.0

network 192.168.1.0
default-information originate

Per propagare una default route, I'edge router deve essere configurato con:

eUna default static route utilizzando il comando ip route 0.0.0.0 0.0.0.0 {ip-address | exit-intf}
oIl comando default-information originate nella modalita di configurazione del router. Cio

indica all'edge router di essere la fonte delle informazioni sulla default route e di diffondere la
default static route negli updates del routing
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IRS-esercizio08 - config RIP

sh ip route

Router-NAT#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 90.147.42.2 to network 0.0.0.0

193.204.8.0/32 is subnetted, 1 subnets

s 193.204.8.37 [254/0] via 90.147.42.2, FastEthernet0/0
10.0.0.0/30 is subnetted, 1 subnets

[} 10.1.1.0 is directly connected, Serial0/0

c 192.168.1.0/24 is directly connected, FastEthernet0/1

R 192.168.2.0/24 [120/1] via 10.1.1.2, 00:00:23, Serial0/0
90.0.0.0/24 is subnetted, 1 subnets

[} 90.147.42.0 is directly connected, FastEthernet0/0

S* 0.0.0.0/0 [254/0] via 90.147.42.2

Router-NAT#

IRS-esercizio08 - config DHCP
ip dhcp pool <nome del pool>
1
class <nome del pool>
address range <ip start> <ip end>

ip dhcp pool Programmatori

network 192.168.2.0 255.255.255.0

default-router 192.168.2.1

dns-server 8.8.8.8

lease 30

class Programmatori

address range 192.168.2.100 192.168.2.200

!
!
ip dhcp class Programmatori

mento - GNS3
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IRS-esercizio08 - wireshark

M *- [Router-Sviluppo Serial0/0 to Router-NAT Serial0/0]

File Modifica Visualizza Vai Cattura Analizza Statistiche Telefonia Wireless Strumenti  Aiuto

Am 0 IBRB R e= i5l=Eaaanm y N

(Wrip

No. Time Source Destination Protocol Length Info
2

rip2-routers.mcast.
rip2-routers.mcast.
rip2-routers.mcast.

rip2-routers.mcast.
rip2-routers.mcast.
rip2-routers.mcast.net RIPV2

Frame 129: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface -, id @
Cisco HDLC
Internet Protocol Version 4, Src: 10.1.1.1 (10.1.1.1), Dst: rip2-routers.mcast.net (224.0.0.9)
User Datagram Protocol, Src Port: 528, Dst Port: 520
Vv Routing Information Protocol
Command: Response (2)
Version: RIPv2 (2)
Vv IP Address: 192.168.1.0, Metric: 1
Address Family: IP (2)
Route Tag: @
IP Address: 192.168.1.0 (192.168.1.0)
Netmask: 255.255.255.@
Next Hop: 0.0.0.0 (2.0.0.0)
Metric: 1

ch04d — Instradamento e Algori instradamento
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IRS-esercizio08 - wireshark

traffico cdp

£ *- [Router-Sviluppo Serial0/0 to Router-NAT Serial0/0]

File Modifica Visualizza Vai Cattura Analizza Statistiche Telefonia Wireless Strumenti  Aiuto

N/A cop 331 Device ID: Router-NAT Port ID: Seriale/e

CoNC) RERe=2£7 g5Elua e &
(W ]ecp
No. Destination Protocol  Length Info
N/A copP 336 Device ID: Router-Sviluppo Port ID: Seriale/e

Frame 394: 331 bytes on wire (2648 bits), 331 bytes captured (2648 bits) on interface -, id @
Cisco HDLC
Cisco Discovery Protocol
Version: 2
TTL: 180 seconds
Checksum: @xb7@8 [correct]
[Checksum Status: Good]
Device ID: Router-NAT
Software Version
Platform: Cisco 2691
Addresses
Port ID: Seriale/e
Capabilities
VTP Management Domain:

<
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08/01/26

‘- IRS-esercizio08 - configurazioni

Router-NAT il startup-config.cfg

Router-Sviluppo i2 startup-config.cfg

119
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‘- IRS-esercizio09 - topologia

-_Monitor
Border_Switch
Cloud_INTERNET # hl
nAT

E.l
5 Lab1 Lab2
2
Studente1 s
e o
= e
5
N
2 10.1.1.0/24  Laboratorio
\ e e 1
stndentej./se -

H
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Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-NAT_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-NAT_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-NAT_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-NAT_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-NAT_i1_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-Sviluppo_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-Sviluppo_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-Sviluppo_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-Sviluppo_i2_startup-config.cfg
Esercirazioni%20GNS3/configurazioni%20IRS-esercizio08/Router-Sviluppo_i2_startup-config.cfg

IRS-esercizio09 - Config slots R1 - R2 - R3

R1 configuration j

General | Memoriesand disks | Slots | Advanced | Usage
Adapters
slot 0: | C2600-MB-1E B

slot 1: | NM-1E

R2 configuration ]

General | Memoriesand disks | Slots | Advanced | Usage y

\
Adapters
slot 0: | C2600-MB-1E 4

slot 1: | NM4E 2

R3 configuration

General Memories and disks Slots Advanced Usage
Adapters
slot 0: | C2600-MB-1E w7

slot 1: | NM-4E ~
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IRS-esercizio09 - enable nat inside/outside

interface <interface>
ip nat outside
ip nat inside

ip nat inside source list 1 interface FastEthernet0/0 overload

access-list 1 permit any
1

ip nat inside source list 1 interface Ethernet0/0 overload
1
access-list 1 permit any

1p nat pool Netl92 192.168.122.100 192.168.122.200 prefix-lenght 24

finisce il NAT pool chi prova-pool con un range di indirizzi pubblici da utilizzare x internet

ip nat inside source list 1 pool Netl92 [overload]

! indica che ogni pacchetto ricevuto sulla inside interface e ammesso dalla acl-1 avra una corrispondenza tra I'indirizzo privato "source"" e
un indirizzo pubblico "out" del NAT pool ""Net192". La keyword "overload" abilita il NAT ad associare piti indirizzi privati su un singolo
ip pubblico del pool, in questo caso il router iene una ulteriore informazione dai protocolli di livello superiore (per esempio, i numeri di
porta TCP o UDP) per tradurre dall’indirizzo globale il corretto indirizzo locale.

show ip nat translations
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IRS-esercizio09
configure interface R1 - NAT - dhcp client

interface Ethernet0/0
ip address dhcp

ip nat outside

ip virtual-reassembly

half-duplex
!

interface Ethernetl/0

ip address 10.3.1.1 255.255.255.0
ip nat inside

ip virtual-reassembly

half-duplex

PC_Monitor

Border_Switch
& -
a1
ch04d — Instradamento e Algoritmi di instradamento - GNS3 123
123
IRS-esercizio09 - verify ip configuration
show interface
show interface 0/0
show ip interface
Rl#show ip interface brief
Interface IP-Address OK? Method Status
Protocol
Ethernet0/0 192.168.122.35 YES DHCP up up
Ethernetl/0 10.3.1.1 YES NVRAM up up
NVIO unassigned YES unset administratively down down
R1#
ch04d — Instradamento e Algoritmi di instradamento - GNS3 124

124

08/01/26

62



‘- IRS-esercizio09 - configure interface R2

interface Ethernet0/0
ip address 10.3.1.2 255.255.255.0
half-duplex
1
interface Ethernetl/0
ip address 10.2.1.1 255.255.255.0
half-duplex
1
interface Ethernetl/1
ip address 10.1.1.1 255.255.255.0
half-duplex
1
interface Ethernetl/2
ip address 10.4.1.1 255.255.255.0
half-duplex

¥Z/0'TE0T

Y

10.1.1.0/24

10.2.1.0/24 .1@41

1

¥Z/0'1'v 01

125
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‘- IRS-esercizio09 - configure DHCP Server R2 (1/2)

ip dhcp pool Aule
network 10.2.1.0 255.255.255.0
default-router 10.2.1.1
dns-server 8.8.8.8
lease 30
class Aule

ip dhcp pool Laboratorio
network 10.1.1.0 255.255.255.0
default-router 10.1.1.1
dns-server 8.8.8.8
lease 30
class Laboratorio

address range 10.2.1.100 10.2.1.200

address range 10.1.1.150 10.1.1.250
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‘- IRS-esercizio09 - configure DHCP Server R2 (1/2)

ip dhcp class Aule
1

ip dhcp class Laboratorio

show ip dhcp binding
show ip dhcp server statistics

ip dhcp
ip dhcp -x
ip dhcp -r
Fausto Marcantoni 127
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‘- IRS-esercizio09 - configure interface R3

interface Ethernet0/0

ip address 10.4.1.2 255.255.255.0
half-duplex

!

interface Ethernetl/0

ip address 10.5.1.1 255.255.255.0
half-duplex

!
interface Ethernetl/1

ip address 10.6.1.1 255.255.255.0
ip helper-address 10.5.1.2
half-duplex

s
>
<
N
E

10.6.1.0/24 1 10.5.1.0/24
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.

IRS-esercizio09 - configure dhcp relay interface R3

duplex

interface Ethernetl/1
ip address 10.6.1.1 255.255.255.0
ip helper-address 10.5.1.2
half-

Command

Description

ip helper-address a.b.c.d

This command is executed in interface configuration mode to enable a Layer 3 interface
to receive BOOTP DHCP Request and forward them to a specified DHCP server.

129

129

.

sudo
sudo

sudo
sudo

sudo
sudo
sudo

sudo
sudo
sudo

yum/apt install httpd
yum/apt install dhcpd

systemctl
systemctl

systemctl
systemctl
systemctl

systemctl
systemctl
systemctl

enable dhcpd
enable httpd

start httpd
stop httpd
status httpd

start dhcpd
stop dhcpd
status dhcpd

IRS-esercizio09 - Install dhcp server e http server
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IRS-esercizio09 - configure DHCPD server

’configure DHCPD server ‘

subnet 10.5.1.0 netmask 255.255.255.0 {
range 10.5.1.100 10.5.1.200;
option subnet-mask 255.255.255.0;
option broadcast-address 10.5.1.255;
option routers 10.5.1.1;
option domain-name-servers 8.8.8.8, 8.8.4.4;
default-lease-time 600;
max-lease-time 7200;

}

subnet 10.6.1.0 netmask 255.255.255.0 {
range 10.6.1.100 10.6.1.200;
option subnet-mask 255.255.255.0;
option broadcast-address 10.6.1.255;
option routers 10.6.1.1;
option domain-name-servers 8.8.8.8, 8.8.4.4;
default-lease-time 600;
max-lease-time 7200;

}
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IRS-esercizio09 - enable routing RIP on R1

router rip

version 2

network 10.0.0.0

network 192.168.122.0
default-information originate
1

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.122.1
!

|ip default-gateway 192.168.122.1
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08/01/26

- IRS-esercizio09 - enable routing RIP on R1

router rip
version 2
network 10.0.0.0

default-information originate
]

ip forward-protocol nd

ip route 0.0.0.0 0.0.0.0 192.168.122.1

Per propagare una default route, I'edge router deve essere configurato con:
eUna default static route utilizzando il comando ip route 0.0.0.0 0.0.0.0 {ip-address | exit-intf}
eIl comando default-information originate nella modalita di configurazione del router. Cio

indica all'edge router di essere la fonte delle informazioni sulla default route e di diffondere la
default static route negli updates del routing

- IRS-esercizio09 - enable routing RIP on R1 - R2 - R3

router rip

version 2

network 10.0.0.0
default-information originate

router rip
version 2
network 10.0.0.0

router rip
version 2
network 10.0.0.0

ch04d — Instradamento e Algoritmi di instradamento - GNS3 134
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IRS-esercizio09 - verify routing on R1

Rl#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.122.1 to network 0.0.0.0

C 192.168.122.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 is subnetted, 6 subnets

c 10.3.1.0 is directly connected, Ethernetl/0

R 10.2.1.0 [120/1] via 10.3.1.2, 00:00:20, Ethernetl/0
R 10.1.1.0 [120/1] via 10.3.1.2, 00:00:20, Ethernetl/0
R 10.6.1.0 [120/2] via 10.3.1.2, 00:00:20, Ethernetl/0
R 10.5.1.0 [120/2] via 10.3.1.2, 00:00:20, Ethernetl/0
R 10.4.1.0 [120/1] via 10.3.1.2, 00:00:20, Ethernetl/0
S* 0.0.0.0/0 [1/0] via 192.168.122.1

R1#

135

IRS-esercizio09 - verify routing on R2

R2#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.3.1.1 to network 0.0.0.0

R 192.168.122.0/24 [120/1] via 10.3.1.1, 00:00:03, Ethernet0/0
10.0.0.0/24 is subnetted, 6 subnets

(o] 10.3.1.0 is directly connected, Ethernet0/0

(o] 10.2.1.0 is directly connected, Ethernetl/0

(o] 10.1.1.0 is directly connected, Ethernetl/1

R 10.6.1.0 [120/1] via 10.4.1.2, 00:00:00, Ethernetl/2
R 10.5.1.0 [120/1] wvia 10.4.1.2, 00:00:00, Ethernetl/2
(o] 10.4.1.0 is directly connected, Ethernetl/2

R* 0.0.0.0/0 [120/1] via 10.3.1.1, 00:00:03, Ethernet0/0
R2#
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IRS-esercizio09 - verify routing on R3

R3#sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.4.1.1 to network 0.0.0.0

R 192.168.122.0/24 [120/2] via 10.4.1.1, 00:00:17, Ethernet0/0
10.0.0.0/24 is subnetted, 6 subnets

R 10.3.1.0 [120/1] via 10.4.1.1, 00:00:17, Ethernet0/0
R 10.2.1.0 [120/1] via 10.4.1.1, 00:00:17, Ethernet0/0
R 10.1.1.0 [120/1] via 10.4.1.1, 00:00:17, Ethernet0/0
c 10.6.1.0 is directly connected, Ethernetl/1

c 10.5.1.0 is directly connected, Ethernetl/0

c 10.4.1.0 is directly connected, Ethernet0/0

R* 0.0.0.0/0 [120/2] via 10.4.1.1, 00:00:19, Ethernet0/0

137

Cisco Discovery Protocol (CDP)

Cisco Discovery Protocol (CDP) is a Link-Layer Cisco proprietary protocol that allows Cisco
devices to communicate regardless of IP connectivity. It is used primarily to communicate
protocol addresses and device capabilities. CDP sends frames that contain Type Length Values
(TLVs), which are different properties of the port and/or connection.

show cdp neighbors

R2#sh cdp nei

R2#sh cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
R3 Eth 1/2 156 RSI 2610 Eth 0/0
R1 Eth 0/0 151 RSI 2610 Eth 1/0
R2#

138

08/01/26

69



Configurazioni

i

R1_i1_startup-config.cfg

g

R2_i2_startup-config.cfg

e

R3_i3_startup-config.cfg
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‘- IRS-eserciziol0 - topologia

How To InstaII WordPress on Ubuntu 22.04 with a LAMP Stack
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‘- IRS-esercizioll - topologia

PC-Monitor

192.168.122.2/24
cisc02600

UbuntuDesktopGuest18.04.2-1

H -
Studente1 4 (€}
3
s} 3
¥
Aule Laboratori
A 10.2.1.0/24 10.1.1.0/24 g
> Lab2
Studente2 o)
s} 5 i
>
8
N
¥
webterm-1 Docents Centos7-1804-1
172.16.1.0/24 ocen = e

e Pefeouale 172.17.1.0/24

Docente1

142

08/01/26

71


https://www.digitalocean.com/community/tutorials/how-to-install-linux-apache-mysql-php-lamp-stack-on-ubuntu-22-04
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‘- IRS-esercizioll - enable nat inside/outside

’Router cisc02600‘

interface Ethernet0/0

ip address 192.168.122.2 255.255.255.0
ip nat outside

ip virtual-reassembly

half-duplex

1

interface Ethernetl/0

ip address 10.3.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly

half-duplex
1

143

143

‘- IRS-esercizioll - enable nat inside/outside

’Router cisc02600‘

!
access-list 1 permit any

ip nat inside source list 1 interface Ethernet0/0 overload

144
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‘- IRS-esercizioll - enable ospf

’Router cisc02600‘

router ospf 1

log-adjacency-changes

network 10.3.1.0 0.0.0.255 area 1
network 192.168.122.0 0.0.0.255 area 1
default-information originate

145

145

‘- IRS-esercizioll - configure interface

Router R2
]

interface Ethernet0/0

ip address 10.3.1.2 255.255.255.0
half-duplex

1
interface Ethernetl/0

ip address 10.2.1.1 255.255.255.0
half-duplex

1

interface Ethernetl/1l

ip address 10.1.1.1 255.255.255.0
half-duplex

1

interface Ethernetl/2

ip address 10.4.1.1 255.255.255.0

half-duplex
1
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‘- IRS-esercizioll - enable dhcp

Router R2

ip dhcp pool Aule
network 10.2.1.0 255.255.255.0
default-router 10.2.1.1
lease 30
class Aule
address range 10.2.1.100 10.2.1.200

ip dhcp pool Laboratorio
network 10.1.1.0 255.255.255.0
default-router 10.1.1.1
lease 30
class Laboratorio
address range 10.1.1.150 10.1.1.250
1
ip dhcp class Aule
1
ip dhcp class Laboratorio

147

147

‘- IRS-esercizioll - enable ospf

Router R2

!
router ospf 1
log-adjacency-changes

network 10.1.1.0 0.0.0.255 area

1
network 10.2.1.0 0.0.0.255 area 1
network 10.3.1.0 0.0.0.255 area 1
network 10.4.1.0 0.0.0.255 area 1

148
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‘- IRS-esercizioll - configure interface

Router R3
1

interface Ethernet0/0
ip address 10.4.1.2 255.255.255.0
half-duplex
1
interface Ethernetl/0
ip address 172.16.1.1 255.255.255.0
half-duplex
1
interface Ethernetl/1l
ip address 172.17.1.1 255.255.255.0
half-duplex
1

149

149

‘- IRS-esercizioll - enable ospf

Router R3

1
router ospf 1
log-adjacency-changes
network 10.4.1.0 0.0.0.255 area 1
network 172.16.1.0 0.0.0.255 area 1
network 172.17.1.0 0.0.0.255 area 1
1
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IRS-esercizioll - Install dhcp server e http server

sudo yum install httpd
sudo yum install dhcpd

sudo systemctl enable dhcpd
sudo systemctl enable httpd

sudo systemctl start httpd
sudo systemctl stop httpd
sudo systemctl status httpd

sudo systemctl start dhcpd
sudo systemctl stop dhcpd
sudo systemctl status dhcpd

151

‘- IRS-esercizioll - configure DHCPD server

’configure DHCPD server ‘

’/etc/dhcp/dhcpd.conf‘

subnet 172.16.1.0 netmask 255.255.255.0 {
range 172.16.1.100 172.16.1.200;
option subnet-mask 255.255.255.0;
option broadcast-address 172.16.1.255;
option routers 172.16.1.1;
option domain-name-servers 193.204.8.33,8.8.8.8;
default-lease-time 600;
max-lease-time 7200;

’https://www.server-world.info/en/note?os=Ubuntu 22.04&p=dhcp&f=1
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IRS-esercizioll - capture traffic ospf

M - [R2 Ethemet1/2 to R Ethemet0/0] - o X
Fie Modfica Visualiza Vi Cattura Analima Statisiche Telclonia Wireless Stumenti  Aiuto
Amce IBRBRes=TsE[Eaaan
W Jospf B )+
No. Tme Source Destnaton Protocal Length  Info ~
2% 50.056929 10.4.1.1 ospf-all.ncast.net  OSPF 94 Hello Packet
27 57.453956 10.4.1.2 ospf-all.ncast.net  OSPF 94 Hello Packet
2% 59.658515 10.4.1.1 ospf-all.ncast.net  OSPF 94 Hello Packet
30 66.692109 10.4.1.2 ospf-all.ncast.net  OSPF 94 Hello Packet
2 69.487065 10.4.1.1 ospf-all.ncast.net  OSPF 94 Hello Packet
3 75.859343 10.4.1.2 ospf-all.ncast.net  OSPF 94 Hello Packet
37 78.743287 10.4.1.1 ospf-all.ncast.net  OSPF 94 Hello Packet
0 ospf-all.ncast.net  OSPF 94 Hello Packet

ospf 94 Hello Packet

ospF E
cast.net  OSPF 94 Hello Packet

3
ospf-al

se ospf-all.mcast.net  OSPF 94 Hello Packet =
52 ospf-all.mcast.net OSPF 94 Hello Packet
53 ospf-all.ncast.net  OSPE 94 Hello Packet

61 117.005.. 10.4.1.1 ospf-all.mcast.net 0SPF 94 Hello Packet I

65 123.716.. 10.4.1.2 ospf-all.mcast.net OSPF 94 Hello Packet

Cengeh: 72 =
Flags: oxo0
Humber of Links: 4
Type: Transit 10: 10.4.1.2 Dsts: 10.4.1.1 retric: 10
Type: Stwb  I0: 10.3.1.0 Data: 255.255.255.0  Hetric: 10
Type: Swb  I0: 10.2.1.0 Dsts: 255.255.255.0  Metric: 10
Type: Stwb  10: 10.1.1.0 Data: 255.255.255.0  etric: 10 v
G000 01 00 5¢ 00 00 05 ENTIE 14 00 12 0 00 45 o~ [N €
00 78 05 e 00 00 01 59 C7 7d 03 03 61 01 €0 00 x-- Y
00 05 02 04 00 64 03 03 01 01 00 00 00 01 29 59 4 »
o0 o
22 01 0a 04 01 01 03 04 01 01 50 00 00 05 d1 5
00 00 04 03 03 01 02 03 04 01 01 02 00 -+
00 0a 0a 03 01 60 Ff f f 00 03 00 0 03 0a 02
0100 £F 7 £ 00 03 00 00 0a 03 01 01 00 FF 7
#
© 7 wireshark_VAGBY 1.pcapng Pacchett 66  visualizzat: 37 (56. 1%) *scartat: 0 0.0%) Profio: Default
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IRS-esercizioll - routing table ospf

R3# sh ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1l, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.4.1.1 to network 0.0.0.0

[¢] 192.168.122.0/24 [110/30] via 10.4.1.1, 00:01:59, Ethernet0/0
172.17.0.0/24 is subnetted, 1 subnets

[¢] 172.17.1.0 is directly connected, Ethernetl/1
172.16.0.0/24 is subnetted, 1 subnets

o] 172.16.1.0 is directly connected, Ethernetl/0
10.0.0.0/24 is subnetted, 4 subnets

[¢] 10.3.1.0 [110/20] via 10.4.1.1, 00:02:34, Ethernet0/0

[¢] 10.2.1.0 [110/20] via 10.4.1.1, 01:00:05, Ethernet0/0

[¢] 10.1.1.0 [110/20] via 10.4.1.1, 01:00:05, Ethernet0/0

o] 10.4.1.0 is directly connected, Ethernet0/0

O*E2 0.0.0.0/0 [110/10] via 10.4.1.1, 00:02:01, Ethernet0/0

R3#
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IRS-eserciziol2 - topologia

Monitor Network-Administrator

@D r
tr

: swzmr

]

pfsensezeu 1

193.205.92.0/24
90.147.42.0/24

.-. 192.168.1.0/24

Server-www

Internal-Switch

g 192.168.1.2
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